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1 EXECUTIVE SUMMARY

The capability project “Foresight Tools for Respmgdto cascading effects in a crisis”
(FORTRESS) is an EU-funded research project. FORGREeeks to increase understanding
of cascading effects and to strengthen the capabilof crisis managers and infrastructure
providers to identify and analyse cascading effdéités may evolve during crises. This was
achieved through developing two user friendly tabkt build on each other: the FORTRESS
Model Builder (FMB) and the FORTRESS Incident Exmn Tool (FIET). The philosophy
guiding the project is to improve inter-sectoraisisr scenario planning by strengthening
cooperation and information exchange between cmsieagers, first responders and critical
infrastructure providers. The FMB is a tool for theodelling of cross-system / cross-
stakeholder dependencies and relations in crisea®s. The tool is designed as a
collaborative modelling platform. Experts from @ifént organisations login to the platform
and indicate their dependency relations with otrganisations. While the FMB provides the
modelling basis for a scenario, the FIET offeraage of instruments to analyse how a crisis
scenario might evolve. Using the tool cooperativatyoss different organisations facilitates
inter-sectoral cooperation and raises awarenes$iseomanifold dependencies and risks that
can evolve during crises.

The project team consists of an inter-disciplineoypsortium from eight European countries,
and includes social scientists, practitioners ie field of crisis management and IT-
specialists. The first phase of the project (WPXk@rted with a review of literature and
research concerned with crises and the developmwietheoretical concepts. In phase 2
(WP3-5) an empirical basis for the developmenheftivo FORTRESS tools was developed.
In phase 3 (WP6-8), the software was designeditivety developed and tested with end
users.
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2 SUMMARY DESCRIPTION OF PROJECT CONTEXT AND OBJECTIV ES

FORTRESS seeks to increase understanding of cascafiects and to strengthen the
capabilities of crisis managers, first responderd imfrastructure providers to identify and
analyse cascading effects that may evolve durimgesr This was achieved through the
development of two user friendly tools that compd@teach other: the FORTRESS Model
Builder (FMB) and the FORTRESS Incident Evolutionol (FIET). The overall philosophy
is to improve scenario planning by strengtheningpepation and information exchange
between crisis managers, first responders andcariinfrastructure providers. Such an
approach has increased mutual awareness of thenisajanal structures and processes
between different stakeholder groups. While the FptBvides the modelling basis for a
scenario, the FIET offers a range of instrumentialyse how a crisis might evolve.

The project team consists of an inter-disciplineoypsortium from eight European countries,
made up of: social scientists, practitioners in fledd of crisis management and IT-
specialists. The social sciences are representdldebyechnische Universitat Berlin, Center
for Technology and Society / TUB (DE), Trilateragé$earch & Consulting / TRI (UK), the
University College of London / UCL (UK), Ritchey @sulting / RCAB (SE), the Higher
Institute on Territorial Systems for InnovationiTi§IT), Vienna Centre for Societal Security
/ VICESSE (AT) and Dialogik / DIA (DE). The end usé€ practitioners in the consortium
are the Service Départemental d’Incendie et de Beates Alpes de Haute-Provence / SDIS
04 (FR), Electricité de France / EDF (FR), the Ber Wasserbetriebe / BWB (DE) and the
Nederlands Instituut Fysieke Veiligheid / IFV (NHjwo IT-companies participated in the
project: Treelogic / TREE (ES) and GMV Sistemas .B.A/ GMV (ES). The above
consortium is actively supported by a wide rangstakeholders from the community of end
users.

Given the increasing interdependencies betweeardiit infrastructural sectors and between
different countries, FORTRESS aims to improve srislanagement by identifying the
diversity of cascading effects that can arise a®salt of the multiple interrelations of
systems and systems of systems. In response, FORJ HEsigned a Model Builder (FMB)
that allows a collaborative mapping of interdepemiles involving practitioners from
different sectors and organisations. Based on thasdels, the FORTRESS Incident
Evolution Tool (FIET) allows for the identificatiof critical entities in networks of
interconnected infrastructures, as well as to a®abifferent scenarios of cascading effects.
Using the tools collaboratively in the preparedngisase before a crisis will enable a better
commonunderstanding of risks of cascading effects thay Bvolve in a given scenario. This
collaborative process will raise awareness of ddpeces and risks and theshance the
capability of crisis manager® analyse and forecast potential cascading sffecthe “hot
phase” of a critical event. Here, crisis managennefdrs to a process of actions, decisions
and communications that are implemented when aangsgtion has to cope with a major
event with consequences beyond its means to cogenfnon understanding of a situation
status, unfolding events, structures and procassessential in order to achieve coordinated
action and to avoid misunderstandings in a momdncrisis, given the diversity of
organisations involved.

Two main innovations for inter-sectoral risk managat can be expected from FORTRESS.
First, understanding the inter-connectedness ahsifucture systems and the necessity to
map these connections in a proper way is at theecehFORTRESS’ approach. FORTRESS
takes into account that infrastructures are complgstems consisting of multiple inter-
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connected sub-systems. Furthermore, infrastructaresconceptualised as socio-technical
systems consisting of technological systems, hunaators and organisational and
communicational processes. Thus, FORTRESS is takiogaccount different types of sub-
systems (technical infrastructures, operationatsuas well as management) and different
kinds of relations (resource, service, communicgtirisdiction, interferences) between
them. Second, FORTRESS assumes that the practgidhemselves (Cl operators, crisis
managers) will readily indicate their relevant sylstems, objects, criticalities and relations.
The FORTRESS tools enable to develop user-centadets and simulations. Apart from
fostering inter-organisational communication prisisy this approach ensures that national,
local, sector-specific particularities, both in tieehnical systems and their interconnections
as well as in the organisational field, are retlecin the models to be used for training or
even during crises.

WP3:

Historical WP 6:
WP 1: tcads_e FORTRESS WPS
studies . -
Problem Modell Builder :
structuring WP4: Field Test
Wpa Scenario and
3 case ini
Vulnerability studies WP 7: ARy
and resilience WP5: FORTRESS Incident
Simulati -
imuiation Evolution Tool
exercises

Figure 1: The FORTESS Work Plan

FORTRESS is divided into three phases. Phase heoptoject started with a knowledge
review around crisis situations and the developroétheoretical concepts. First, an analysis
of the “problem space of the project” has been ootetl (WP1). This addresses the
problems of current understanding of cascading arass-border effects, and related
problems of crisis management and limits of exgstinols used in crisis management.
Second, a conceptual framework for understanditeydependencies and cascading effects
have been developed, based on an in-depth reviewrant knowledge on vulnerability and
resilience (WP2). In phase 2 of the project, anigogh database for the development of the
two FORTRESS tools was developed. To do so, we bantined case studies of historical
crises (from both Europe and International cas@#p3) with four real-time scenario case
studies (WP4): 1) A dam disruption in the bordeggioa of France and Italy, 2) multiple
infrastructure breakdowns due to a pan-Europearkobid in Berlin, 3) a flooding scenario in
the Netherlands and 4) a flooding scenario in FeaRartners have mapped systems and sub-
systems involved in each of these scenarios, iieshtimutual interdependencies and
cascading paths and assessed the cross-impactsebetil nodes in terms of a sensitivity
analysis.

In phase 3 of the project, the software is desigmadl iteratively developed. The results of
WP3 and WP4 were used to develop a taxonomy oF@RTRESS Model Builder (FMB)
(WP6) and to create a test data set for develogmugtesting the different features. Resulting
from three main workshops of end user engagemearidan in April 2015, Zwijndrecht in
May 2015, Berlin in October 2015), the followingatares of the FMB were implemented in
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the final version and tested in the field trialxemario setup, system setup, object
identification, relations modelling and criticalitanalysis. The three main end-user
engagements were also used to sketch main fedturése FORTRESS Incident Evolution
Tool (FIET) (WP7). These main features are the tifleation of cascading paths in the
network view, the geographical mapping of theséagpathe generation of a list of affected
entities, and the timeline functioning enablingsimulate specific scenarios of cascading
effects. A main trial of both tools was conductedthe Netherlands in Tiel in September
2016. Three parallel trials at a smaller scale wereducted in Italy (Turin, November 2016),
France (Paris, October 2016) and Germany (Berlateinber 2016), primarily focused on a
shorter demonstration and test approach to cordinch validate the FMB/FIET results. In
Tiel, five EU Cascade projects met for a knowledgehange and tools comparison,
followed by the joint final conference of FOTRESSASCeff, PREDICT, SNOWBALL and
CIPRENet in Brussels 16-17 March 2017. This joirds€ding Effect Conference was
coordinated by FORTRESS and hold under the umboéliae Community of Users (CoU).

The final results of the FORTRESS project are destrations of the two field-tested tools
(FMB and FIET). The FORTRESS Model Builder (FMB)aisveb-based tool to be used by
Cl-operators and crisis managers prior to a crisisestablish criticalities and inter-
dependencies between their systems. The resuiisotollaborative work is a relation graph
model that maps system elements, risk objects lagid mutual relations. By collaboratively
mapping their mutual dependencies, the involveadmiggations will increase awareness about
dependencies and risks beyond the own system Isof@@rthermore, the models are used by
the FORTRESS Incident Evolution Tool (FIET) to ais& possible cascading paths and to
create crisis scenarios. For this purpose a tirealincascading effects can also be simulated.
The FIET enables the user to considéat happensf a certain entity fails when mitigation
measures are not available. The expected impattieoFIET is to raise awareness of CI-
operators and crisis managers about dependendexitinalities between infrastructures by
providing analyses drawn from models generatedeyFMB.
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3 DESCRIPTION OF THE MAIN RESULTS

3.1 WP1: PROBLEM STRUCTURING AND CONCEPTUAL MODEL

The first Work Package (WP1) reviewed existing kiealge on cascading effects in order to
structure the project’'s problem space and to devedo conceptual model for the
understanding of cascading effects.

The work undertaken for D1.1 began with developamgagreed definition of cascading
effects.

FORTRESS DEFINITION OF CASCADING EFFECTS

“Cascading effects are the dynamics present irstiss when the impact of a physical event
or the development of a principal technologicalhaman failure generates a sequence of
events in human subsystems that result in physscaial or economic disruption. Thus, an
initial impact can trigger other phenomena thatl lsaconsequences with higher magnitudes.
Cascading effects are complex and multi-dimensiandl evolve constantly over time. They
are associated more with the magnitude of vulngtiasimore than with that of hazards.”

This view embraces the multidimensional and compiature of cascades. The different
possible failures that can generate chain effeetsrdegrated, while the idea of progression
and magnitude becomes a distinctive element. Vablty is considered critical, as a
vehicle for the spreading of cascading effectspace and time. In contrast, the analogy of
toppling dominoes that is often used to explain ¢thscading phenomena is misleading:
intuitively, it refers to linear events that invelmo process of amplification.

Typology of Dependency Relations and cascading etfe

To develop a better understanding of cascadingtsfiifferent types of vulnerabilities need
to be taken into account. FORTRESS is focussingvoimerabilities that result from
interdependencies between infrastructure systerdstla@r sub-systems in a network of
interconnected systems. The whole range of infuastres is taken into account including for
example first responders or civil protection auifies who are considered to be an important
part of the infrastructure network during crisesiil@ing the baseline for the modelling
taxonomy (see WP6), FORTRESS has developed a texorai dependency relations
differentiating between resource relations, commation relations, service relations,
interference relations and rule-based relations Fsgure 2).
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* Resources

Functional relation between actors where one actor depends
on the provision of a resource by other actors

 Communication

Communication channels between two actors/systems which
do exist in routine operations or come into place in a crisis
situation in order to coordinate actions

Functional relation between actors where one actor depends
on the provision of services by other actors (e.g. repair,
maintenance)

* Interferences

Unintended interactions (e.g. geospatial) between
actors/systems that only come into being in the case of a
disturbance

* Rule-based

A has authority over B, thus A is depending on decisions
made by B

Figure 2: The FORTRESS typology of dependencyioakat

Cascading effects occur due to interdependencitgeba infrastructure systems. Mapping
these interdependencies allows us to better uraaelstascading effects. Infrastructure
systems consist of multiple sub-systems such dmieal facilities and material resources,
operational units and management divisions. Fomgia the power distribution system
consists of a power-grid (technical facility) busa control rooms (operational units). De-
aggregating systems into sub-systems allows usalkenisible multiple and different types
of relations between infrastructure-systems. Wa gacomplex picture of dependencies and
thus of vulnerabilities that cause cascading effetiiring crises. The dependency models
raises awareness of different triggers of cascadifegts and related dependencies that may
be overlooked in crisis management:

Triggers of cascading effect Description

Spatial proximity A spatial cascade may occur betwegeospatially
related entities

Time A system is dependent on resources or seryices
provided by another system that is affected by| an
incident. A cascading effect occurs when the repoye
time of the affected system lasts longer than tiiéeb
time of the dependent system

Failed resource allocation The resources of arc&fesystem are running short
(e.g. diesel). Although there are sufficient resesr
available in the infrastructure network, crisis agers
fail to distribute them properly

Escalation An incident causes a cascading effed. (time or
spatial cascade) that triggers further multiplecadsg
effects due to the high cascading impact of thecaéd
system on further systems

Loss of overview Due to a limited exchange of infation or an
information overload, crisis managers are not avedr
a critical process that is culminating in a cascgd
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effect

Table 1: Triggers of cascading effects

3.2 WHP2: BALANCING VULNERABILITY AND RESILIENCE

This Work Package had the aim of examining factioas contribute to the construction and
amplification of vulnerability (e.g., lack of pre@ness) in a system or ‘system of systems’
and the manner in which they relate to cross-boaddrcascading effects in crisis situations.
As a major outcome of this WP a GAP analysis mod¢he interactions between resilience
and vulnerability in crisis situations was develdpdhe model identifies discrepancies
(“gaps”) between pathogenic factors (vulnerabditi@and factors contributing to resilience
and vulnerability reduction, taking into accounstgynic, organisational and human factors.
This was done by using evidence-based informatiom fthe historical case studies (WP3).
In the figure below (see figure 3) the discrepasmidietween vulnerability and resilience
factors found in the case studies are mapped alitdeésplayed by way of Vulnerability-
Resilience (V-R) GAP matrix.
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Aspects of resilience

Capacity for Capacity for overall |Capacity to deal Capacity for Capacity for Flexibility of Capacity to mobilize |Capacity to address |Existence of an Totals Totals
Vulnera bllltv factors: successfgl rgsponse functioning of with su.rprise in understanding the psy.c.hological iqternational effectively many latent \f.ulnerabi\ities eﬁective. | ReD&BLUE assess-
to chronicriskor  |people, cascading events.  |scope and resilience and diplomacy. resources with short |and limit the spread  (legal/politicalfadmini
Aggragates sudden onset of communities, magnitude of integration of SoC time notice. of cascading. strative framework ments
disaster. [Risk organisations or disaster scales in the routines
dimension) constituencies post- effects|Salutogenesis
disaster. & Sense of
Production pressures(take over safety) RED:O 0
BLUE:D
Failure of the regulatory/control 3 3 2 2 2 1 2 2 RED: 17 ”
authorities. 1 1 1 1 0 3 1 3 BLUE: 11
Weakness of the organisational safety 2 0 0 0 1 0 1 1 RED: 5
culture. 0 1 1 1 0 2 2 1 BLUE 8 B
Limits of operational feedback. 2 1 1 1 3 0 1 2 RED: 10
1 0 2 2 0 4 2 3 BLUE: 14 A
Flawed management of organizational 1 2 1 1 1 1 1 1 RED: 9 1
complexity 1 0 0 0 0 0 0 1 BLUE: 2
No consideration about a whistle-blower RED: O
BLUED: 0
Wrong design of mitigation measures / 2 1 1 0 1 1 2 2 RED: 10
models. 0 1 1 1 0 1 0 1 BLUE:S 1
Social dependency on most interconnected 2 2 2 0 1 1 1 1 RED: 10 ”n
sectors (eg. Energy, Transportation, 2 1 0 2 0 2 1 3 BLUE: 11
Geographic concentration of Critical 1 0 2 0 0 2 1 RED: 6
Infrastructures 3 1 0 1 3 0 2 BLUE: 10 16
Structural weakness of Critical 2 1 2 1 2 2 1 RED: 11
Infrastructures 1 1 0 0 1 0 1 BLUE: 4 15
Unsustainable development 3 3 3 0 1 2 3 3 RED: 18
1 0 0 1 0 0 0 1 BLUE: 3 A
Totas RED & BLUE aen | s e s o e aes |es s 15
Total assessments 28 19 19 14 1 9 24 21 30

Figure 3: GAP Analysis Model




For each of the 11 Vulnerability factors, it wagwi: 1) which resilience and vulnerability
factors were present at the outset; 2) of thossepite which could be improved or extended,
and 3) which of the factors not present would Haae important positive effects on the
course of the crisis.

Although the aggregation (total assessments) hasatigtical value we can see that the
vulnerability factorsthat had the most RED assessments (not effectprelent) were

» Unsustainable development
» Failure of the regulatory/control authorities.

Thoseaspects of resiliencinat had the most RED assessments (not effectpresent) were

» Capacity for successful response to chronic riskuoiden onset of disaster.

» Capacity to address latent vulnerabilities andtlime spread of cascading events.
» Capacity to deal with surprise in cascading events.

» Existence of an effective legal/political/admingtive framework.

A first conclusion highlights the role of governanand government institutions in the
reduction, management, recovery and even inadveatr@aplification of disaster situations.
The presence of effective legal, protective, anthiattrative frameworks, as well as a
coordinated development and land planning poligyeaps to be central to the prevention and
effective anticipation of critical events. Simikarleffective regulatory bodies operating
through regularised procedures and feedback lampedrning, with the capacity to mobilise
resources at short notice and in a context-ap@tgmanner appear to be at the root of
several of the vulnerability reduction and resiterdactors underlined in the GAP analysis of
the historical case studies. This serves to undegsihe critical role played by government
during disaster situations, especially as a trassion agency for reducing or amplifying both
system vulnerability and resilience, and its impactpotential cascading effects during a
crisis situation.

Another theme emerges around the interconnectadenat current social systems and the
relationship between resilience and vulnerabilityyetworks of interconnected infrastructure.
It can be argued that the development of complek @mnproducing organisations, together
with social dependency on infrastructure are tlwgry underlying factors behind the spread
of cascading events in a system with pre-existinlgperabilities. The interconnected nature
of social, ecological and technological systems &lghlights the need for effective cross-
system communication, which is an underlying théraeind several of the vulnerability and

resilience factors identified in the Gap Analysi®t least of which involves capacity for

coordination, management, response and operatearaling.

3.3 WP3: RECONSTRUCTION OF CRISES AND CRISES DECISION PROCESSES

The overall objective of work package three waglemtify, understand and structure major

challenges in decision making during crises. Niase studies of historical crises were used
to identify the consequences of decisions taketherdevelopment of crises and to identify

possible cascading effects that could result. Kegigion makers and decision making

processes were extracted from the case studiegsbicgses, identifying actors and places of
decision-making interventions. Activities in thask were driven by four core questions:

1) Who is responsible for the management of each aspaccrisis?
2) How are decisions taken?
3) What exceptions can be observed?
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4) What were the repercussions of decisions taken?

Answering these questions in the context of theviait actors allowed partners to pin point
the existing networks of power and decision makiangng each phase of a crisis.

As shown in Figure 4 below, the 9 case studiesyardlin this work package informed many
developments in later work packages. For each sagh, the FORTRESS team listed the
sequence of events, the people involved, the plaifested and the results of decisions and
actions throughout the timeline of the disastertriéas had the opportunity to interview some
of the key actors and decision makers involvedhied of the crises case studies:

» the Enschede fireworks factory explosion (the Neamels);
e Galtur avalanche (Austria); and

» the Eyafjallajokull volcanic eruption (Iceland, butth a focus on consequences for
the UK).

Impacts and
unintended

o consequences
Analyse decisions 9

taken
Socio-technical
9 Case Studies of Transfer
past crises

Identify decision Context and
makers and hierarchical
places structure

Figure 4: The structure of WP3 displaying the dtiat was extracted from the case studies. The +stalkieholder
workshop allowed stakeholders that were present dwgamge of the crises to comment, provide recommiemdadnd
validate what had been observed

The close involvement of stakeholders across theitges in this work package is reflective
of the overall scope of the project which seekimtorporate stakeholder input at every stage.
In keeping with this line, the interviews with dgagnanagers and first responders provided
first hand input into the decision processes dudotyal crises and allowed partners greater
insight into the reasoning behind decisions takKidre organisation of a multi-stakeholder
workshop where results from the analysis of densidaken during past crises were
presented and participants provided input and tein recommendations. This workshop
and participatory approach formed the basis forsa diraft of policy recommendations based
on direct stakeholder input.

Recommendations and observations gathered froratéikeholder workshop and interviews
allowed partners to define user requirements ferRDRTRESS tools (WP6 and WP7). In
this regard the knowledge gained from stakehold&rviews and the workshop in London

13
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allowed partners to receive first hand feedback imtial designs of the tool, where
stakeholders recommended cutting back on someeofoibls proposed functionalities. This
engagement with stakeholders throughout the pr@estired stakeholders’ ‘buy in’ to the
tools and allowed technical partners to clearlytdg user requirements in real terms.

Some of the most significant findings were:

. Triggers of cascading effects can have their rootee outcome of events
both during a crisis or prior to a crisis;

. Appropriate regulations and sanctions in a prestiesastage have the
potential to reduce cascading effects in a crisis;

. Pre-crisis conditions, such as economic and palitidevelopments,

contributing to cascading effects are more difficaladdress by means of
preparedness measures;

. Having separate communication systems as well eestablished plans
of approach and clear division of responsibilitiesuld improve the
organisational response to crises;

. Cascading effects are not merely related to flawsinterdependent
infrastructure, but can be a result of various ofhetors such as human
errors or a lack of resources.

3.4 WP4: SYSTEMS ANALYSES

In the analysis of past crises, dependencies batmé@structures are only evident if a break
in that relation triggers cascading effects. Subeatly, only a small subset of potential
cascades become visible, whereas a whole rangeseilyle cascading paths remain invisible.
For this reason, the focus of this work packag&eshifrom analysing cascading effects in
past crises to real-time analysis of the connestioetween infrastructures during crises, as
well as under everyday conditions. For example, kiows the health sector connect to the
power sector? How is the emergency call systemexded to the police? If a disaster struck
the power supply, in what ways would this affea@ tommunication between the different
first responders? This line of questioning allowsr fthe identification of manifold
interdependencies between infrastructures and a@itters who become involved in crises.
These dependencies were described in detail oretle of systems or sub-systems and
modelled as a network graph of nodes and relatiSaasitivity and network analyses were
conducted to identify critical nodes whose disraptior failure could lead to multiple
cascading effects. This analysis was carried goutfh four case study scenarios:

1) A cross border power outage in parts of the Eunogesnsmission grid causing a black
out in the city of Berlin. Restoration of the tramission grid requires coordination
between different countries’ Transmission Systener@prs (TSO), local Distribution
System Operators (DSOs) as well as authoritiediestdesponders (German Case study,
TUB);

2) A massive flooding in the Paris area with the cgosace of multiple infrastructure
disruptions (power production and distribution, pukand private transportation, IT
system, food and water supplies...) which may leaddigiurbances in the power
exchanges with French border countries as welkalating EDF-headquarters from its
subsidiaries abroad (French case study, EDF);

14



Final publishable summary report

3) A Dam disruption/collapse on the boundaries betwdety and France. Major
consequences are a blackout in the power distobutietworks on both sides of the
border, the need for evacuation, pollution due lmoded industrial sites and the
breakdown of transportation networks and telecomoation networks (Italian Case
study, SiTI);

4) A cross-border flooding in the Netherlands and Getyn Major consequences are the
need for evacuation of the affected areas, blaskobteakdown of transportation
networks, telecommunications affected by flood, reenic damage to the port of
Rotterdam and the Dordrecht shipyards (Dutch Casly/sIFV).

Based on this analysis FORTRESS developed the helthgy of dynamic criticality
analysiswhich has been implemented in the FORTRESS tddemtifying risk objects,
determining probability of failure and the consetén of time are all crucial factors in
understanding cascading effects. A power breakddovrexample, may happen in an urban
area. The capacity of emergency power for differefrastructures may last 48 hours. The
distribution system operator expects the restanaviothe power grid within a maximum of
96 hours, so there is a critical time window of t#eo 48 hours. Given such an operational
picture, crisis managers are facing problems reldte resource distribution. To support
decision-making in this situation, a dynamic catity model is needed that indicates which
systems will be affected within this decisive tifiname, and if any of those systems may
trigger a further cascading effect. Thus, a coesneint of a dynamic criticality modelling is
the buffer time of an entity. It defines how loring tentity can ensure system continuity on its
own after a certain relation is disrupted such asupply source (e.g. water or power
provider).

The dynamic criticality model of FORTRESS is basada weighted network graph of nodes
and relations. The weights are outcomes of an itnpasessment for each relation. The
impact is quantified by using a simplified scorisgstem on a scale of 0, 1, 2, and 3 (no
impact, weak impact, medium impact, strong impakhe formal network analysis provides
several graph measures that are of interest antecased as quantitative indicators to assess
the criticality before and during crises. Of pautar interest are the following two centrality
measures (grey box below) whose objective is terdghe how central or important each
node in the graph is:

OUTDEGREE CENTRALITY
The outdegree centrality of a node is the numbésafutgoing relations, including weighted
influences, the measure indicates how many and hawh other nodes are directly
influenced by this given node. A node with a highdegree-centrality can be interpreted as a
node with a high cascading impact on other nodése@metwork. The higher the outdegree-
centrality, the more effects can be triggered amngmitted along this node.

BETWEENESS CENTRALITY
Betweenness centrality measures the number of Bnmegle connects shortest paths between
other nodes. Thus, it is a measure of the poteritialcontrol. A node with a high
betweenness is able to act as a gatekeeper corgrtie flow of effects. In other words: The
betweenness degree indicates how much of the effeanformation flow through the
network is transmitted / mediated by this node. seheodes can thus be interpreted| as
transmission-nodes which are important facilitatwirshe propagation of a cascade throygh
the network. If a node has a high betweennessalintrit is very likely that a cascading
effect will propagate through this noc
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Below are some important lessons learned from #penldency and criticality analysis that
need to be highlighted:

* Infrastructures consist of different socio-techhicamponents, which might be or
become critical in certain situations: technicaliliies, but also operational centres,
repair services and management boards.

» Differentiation between different types of relasprespecially between resource and
interference relations on the one hand and infdonatelations on the other hand
enables the analysis of different types of cascpdiffects and thus to identify
different types of criticality.

* The methodology of formal network analysis provedé¢ valuable to identify paths
of cascading effects and to reveal paths that woidive otherwise been identified.

* In particular “betweeness”-centrality analysis pdes useful indicators for critical
hubs or transmitters of cascading effects.

* In addition to centrality measures of formal nethvanalysis, the sensitivity analysis
provides a specific benchmark for assessing theptmdty of a certain node.
Whereas nodes with a high active but low passive ate suitable for interventions
into a complex network, nodes with both, a highvacend high passive sum, are
different to control and thus to mitigate duringses.

* However, it needs to be highlighted that criticafrastructures were analysed on
different aggregation levels. All quantitative figg, presented in the scenario case
studies are, to different degrees, the outcomegffeggation and thus, must be treated
as artificial. This doesn’t mean that these measare useless, but rather that they
need to be interpreted in the context of their r@thogical genesis.

* Both, the interpretation of system and sensitivaypalysis findings require
methodological reflections with regard to the choaggregation level, the involved
nodes and infrastructures, but also the mathenhadicd statistical underpinnings
(esp. in the case of network analysis).

3.5 WHP5: BEHAVIOURAL ANALYSIS : ACTIVITIES , COMMUNICATION AND DECISION POINTS

Accompanying the identification of relations betweafrastructures and sectors, partners
sought to identify the communication flows, demandd requirements between responders,
public authorities and the media (WP5). What infation needs to be provided to whom to
successfully mitigate cascading effects duringes?s

The following table (see table 2) represents th@olgy of communication challenges
before, during and after a crisis. Who needs tonkadnat and when is the primary concern
outlined by these challenges. The questions odtlinghe typology represent real concerns
by stakeholders, end-users, first responderssamsinagers, critical infrastructure providers,
the media and the public. Data to inform the taime collected through simulation exercises
with risk managers as well as workshops with jolistea and the public as part of the
FORTRESS project and represent pertinent and pemsisoncerns on the availability of
information before, during and after crises. Thellemges outlined also complement and run
parallel to the observations and conclusions draumnin WP2, WP3 and WP4. Highlighted
in the final column are requirements that applyeézh set of communication challenges.
These requirements are translated into detaileédyp@commendations in the next section.
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Pre-crisis

During crisis

Post-crisis

Requirements

General crisis
information

Specific crisis
information

Information on
critical
infrastructures and
critical sectors

Information on
critical zones

Information on crisis
management

Information on what to
expect in terms of
citizens and material
values to be protected

What critical -
infrastructures / sectors
are in which area and
how are they connected

Can the area be divided -
into safety zones of
different character: what
is going to be submerged
and what is not?

Responsibility and mean -
for providing information

Information on actual data, -
e.g. number of citizens
affected, cause of the crisis
and means to resolve

What critical infrastructures -
/ sectors are in the affectec
area?

Can the area be divided into
safety zones of different
character: what is going to
be submerged and what is
not?

Responsibility and means -
for providing information

Information on
casualties and losses
and ease of recovery

What are the damage -

on critical
infrastructures?
What are lessons
learned in the
management of
critical
infrastructures?

How long will it take
to restore the area?

Agreements or
procedures required
looking back at the
scenario?

Clear outline of
jurisdictional
relations and who is
responsible for what
prior to, during and
after a crisis

Sharing of lessons
learnt and experience
gained in joint
expertise sharing and
training between first
responders, crisis
managers and critical
infrastructure
providers.

Joint scenario
planning between
first responders,
crisis managers,
critical
infrastructures
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Information on
public’s information
needs

Information on
media’s information
needs

Information on
stakeholders’
information needs

What are the
characteristics of the
public and how do we

need to communicate to

them?

Information on

preparedness measures

Information on
emergency planning

Information on specific

information sources /

organisations in case of

emergency

Assessing stakeholders’

vulnerabilities

Assessing stakeholders’

resilience

Indications of state of mind -

of the public through social

media?
Which health related

information is available?
Which security related
information is available?

Information on current

threats

Information on uncertaintie

Information on future
measures

Information on current

threats

Information on uncertainties-

Information on future
measures

How to organize
preparedness for
future events?

How to evaluate the
incidents to prepare
the preparation?
How to change
communication tools,
if necessary?
Information on
evaluation measures
Information on
mitigation measures
Lessons learned

Information on
evaluation measures
Information on
mitigation measures
Lessons learned

providers and
transport agencies.
A common standard
for communication
systems

A common directive
to decide on
information that is
provided to the
media and the public,
ensuring that
information released
does not compromise
response procedures
or national security.

Table 2: typology of communication challenges teefduring and after a crisis
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The constant interactions with stakeholder grounppeughout the workshops and exercises
conducted in WP5 provided the basis for policy receendations (WP5) that draw on the
experience and expertise of a wide range of paonfaan stakeholders. Thus, the policy
recommendations emerge from real concerns and samprecommonly acknowledged
communication challenges.

Relations
between
infrastructures,
systems and
sectors (WP4)

Policy

recommendations

Communication
between actors
involved in crisis
management
(WP5)

Figure 5: How the policy recommendations are infadrbg the infrastructure and communication requiratse

Policy recommendations

The following policy recommendations build on th@ranunication gaps identified in WP2
and WP3 and reflect the needs of various staketwldeitlined in the typology of
communication challenges.

Issue

Cross-border communication: first responders aisisamanagers across Europe use
different terms and indicators of risk. Such aaian increases the likelihood of
miscommunication and the prolonging of appropriasponse procedures during crises.
Although a common standard (European Tetra stahdaes exist, it is not actively
enforced and still results in communication issues.

Recommendation

Semantic interoperability: create a European ljgrapository of terms that feed icons on
maps

Rationale

Given that the stated aim of the European Civit&uton Legislation (EU CPL) is to
tackle common challenges in the border regionsunbe, the European repository that
feed into icons on maps would go some way in adhiethis aim. For example, although
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the European Tetra-standard is meant to assuradhtiahal systems are compatible,
communication problems still arise.

Issue

Cross-border communication: The European contilsecimposed of a variety of languages
and dialects that intersect at the borders betweantries. For countries sharing a border it is
essential that due emphasis is placed on knowlefligeguages on both sides of the border
and for first responders and crisis managers te lia& opportunities to have access to and
understand terms employed across the border ii3 ceisponse scenarios. It has also been
noted that in some cases preference is attribotede language over another leading to
miscommunication.

Recommendation

Semantic interoperability : create a European hipcd terms that feed maps and applications
in multi-lingual settings

Rationale

The 38 border regions of the EU are marked by gegsdac and linguistic barriers, as well as
by contextual differences in response procedurdsaamning signals during crises. First
responders and crisis managers who are involvetbss-border crises require information
on the linguistic and contextual differences of $khenarios they operate @yuld operate in

to minimise the risk of miscommunication, the assig@nt of responsibility during a crisis
scenario and the identification of risk objects &tdnt vulnerabilities.

Issue

Cross-border communication: As outlined in WP2 W3 as well as in the typology of
communication challenges, establishing a hieraofhrgsponsibilities and jurisdictional
relations in cross-border crisis response scenariessential for the smooth running of
operations during a crisis (as well as prior to aftdr).Whois in charge should be clearly
established, as evidenced by the case studies BiwWWBre uncertainty over who was
responsible for running response procedures createftision (see example of Enschede
fireworks factory explosion and Galtir avalanche).

Recommendation

Introducing definitions of jurisdictional relatiot®tween actors involved in crises. Hold
cross-border workshops with crisis managers amdstriucture providers to foster knowledge
about each other’s jurisdictional relations as waslb common understanding of
communication relations and needs.

Rationale

Research conducted in WP 3 on past crises revaedlisrupted or even failed
coordination of actors during crisis managemeanismportant trigger for cascading
effects’. A lack of coordination of crisis plansdaagreements on organisational
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responsibilities were found to have led to casagéiffiects in these crises. The establishment
of clear jurisdictional responsibilities and a cldafinition of relations between actors
involved would facilitate the execution of crisesponse responsibilities. Additionally, in
order to facilitate coordination, inter-organisatband cross-sector communication, first
responders, crisis managers and critical infrasiregroviders need to be able to discuss
issues, procedures and response plans in ordgairi@an understanding of the full
operational picture during a crisis and actorsc#peresponsibilities and roles.

Issue

Cross-border communication: Although the Monitorargl Information Centre (MIC)

provides a centralised European communication fadge transfer of crisis related
information, this is focused on communicating neguld assistance between national points
of contact. Regional authorities for cross-boradatrons are required to manage the flow of
information from a crisis scenario to the relatmedia and general public on both sides of
the border. As outlined in WP2, the maintenanca i&lationship of trust between the media,
public and first responders and crisis manageessential for the smooth response to a crisis.
Mishandling of information during a crisis can festlistrust and further misinformation.

Recommendation
Common cross-border directive for the provisiomnddrmation to the media and the public
Rationale

Past crisis scenarios (WP3) have revealed thatnglaricrisis, differing levels of information
from responsible authorities on an unfolding criaey cause uncertainty, suspicion and even
panic. In order to avoid contradictory informatiemerging from various responsible
authorities and to enhance public trust in theoasible authorities, it is recommended that a
single common cross-border authority be attributéd the responsibility for dispensing and
managing information to the public and the mediagrder to limit impediments to first
responders and crisis managers from carrying @it duties.

3.6 WP6: THE FORTRESSMODEL BUILDER (FMB)

FORTRESS designed and developed two different tdblt work in tandem, the
FORTRESS Model Builder (FMB) and the FORTRESS lantdEvolution Tool (FIET).
Both are meant to be used in the preparation amghplg phase before a crisis. The overall
philosophy is to improve scenario planning by siteening cooperation and information
exchange and to enable stakeholders involved ms& ¢to coordinate better. While the FMB
provides the modelling basis for a scenario, tHeTFffers a range of instruments to analyse
how a crisis scenario may evolve.

The FORTRESS Model Builder (FMB) is a tool for thiodelling of cross-system / cross-
stakeholder dependencies and relations in crigeasmos. The design of this tool directly
builds on the analyses Work Packages 1 to 5, andrporates the dynamic criticality
analysis in its design. The FMB is first of all aditing tool (see figure 6). It allows to
systematically describe any entity that may becaeievant or affected during a crisis.
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Geographical representations of these entitiesbearedited in the graphical map editor.
Second, it enables to model and define the relatlmetween these entities. There can be
multiple connections between two or more entitied different types of connections can be
taken into account. Step by step a network develmuaduding the various entities, their
mutual relations and their possible impact. Howetlee FMB should not to be used by a
single organization only but is designed as a bollative modelling platform. Experts from
different organisations login to the platform amdlicate their dependency relations with
other organisations.

In detail the FMB provides the following features:

* [1] Scenario setup includes the basis functionality for the Scen&imordinator to
login, create a new scenario, and identify thevaslé organisations, systems, or
sectors to be involved in the scenario definitiamyiting then other authorised
representatives as System Expert users to joiaceario development.

* [2] System setup once invited by the Scenario Coordinator, a Systexpert is
allowed to login, join the scenario, in order tdide at lower level what is relevant
(components / sub-systems) within their own sysierthe particular scenario to be
analysed.

* [3] Object identification: The System Expert is be able to define, whenvagie
specific objects of their systems (either geo-ledatbjects or not). When necessary,
geo-editing features on a map, provided by the ot be used to define geo-located
objects.

* [4] Relations model as the core modelling feature, cooperative onilileatification
of cross-system / cross-stakeholder relations adnpal links and implications is
enabled. All the users having been invited to jaigiven scenario are allowed to,
cooperatively, identify relations between existergities on a graphical way.
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Figure 6: FSB screenshot (overview, main scenario editiegvybeta version)
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[5] Personal dashboard the FMB provides communication features in thenfof a
notifications dashboard. This enabled the differesgrs involved in the modelling
stage to stay up-to-date with the changes and epdsdtthe scenarios in which they
are involved. A log of changes/updates is providedisers involved in a given
scenario in the form of a dashboard. Each messapyedps the information for the
change performed by other users in a scenario wiheraiser is participating. The
user can mark the messages as read/unread. Thageesse classified according to
3 different categories of changes, either theycaffe) Changes in the SSM (System
Scenario Map); 2) Changes in the graph (relatiosrendes); 3) Changes in the GIS
editor (geo positioned elements).

[6] Impact, criticality, sensitivity and risk estimation models the main
advancements in the final version was the critigalnalysis. Based on the theoretical
basis as developed and defined in WP4 for systealysia (in particular, see
deliverable D4.2), the FSB provided the mathemhtioadels to compute risk
estimation attributes through graph analytics iattics. The following indicators were
defined to express different criticality views:

o Cascading effects potential: calculated throughQbéedegree centralityf a
node in the network, it measures the strength efaffiects that a node can
cause within the network considering the numbeputjoing relations and
their impacts.

o Transmission capacity: calculated through Betweenness centralitgf a
node in the network, it measures the degree tohwéiitects flow through the
network is mediated by one particular node. Thighnindicate facilitators of
cross-sectorial cascading effects, as well asvatgron points to intervene on
the cascade.

0 Supply cascading effects potential: calculated ubho the Out-degree
centrality for resource & interference relations only (sulpima it measures
the strength of the supply effects that a node azarse within the network,
considering the number of resources and interfereratations and their
impact.

0 Resource transmission capacity: calculated thralhgBetweenness centrality
for resource & interference relations only (sub@ap measures how many
of the resources flow through the network is mextidiy one particular node,
taking into account potential interferences.

o Information transmission capacity: calculated tigilouthe Betweeness
centrality of a node, but considering information relatioméyqsubgraph), it
measures how much of the information flow throudie tnetwork is
transmitted by one particular node. Nodes with higlues can be seen as
information hubs.

o Information bottlenecks: calculated through tBé&componentestimation,
considering undirected information relations; ntifies elements that might
isolate others in the information flow. For thisasen, these elements can be
seen as bottlenecks in the information flow.
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# CRITICALITY

Transmission capacity @

Graph Operations \ T

Least Critical Most Critical

Figure 7: Criticality Analysis by the example of ferlin case study. Here: Inbetweeness (Ressoueasiirission
Capacity)

The FMB aims to overcome static notions of criityalvhich are of limited use in process-
based scenario approaches. A consequence-baseshepps combined with a systemic
approach of criticality where each node is defibgdts individual impact (high, medium,
low) and by its position respectively by its incomiand outgoing relations within the
network as whole. With every failure of an entit tcriticality of any other entity in a given
scenario model changes as well.

3.7 WP7: THE FORTRESSINCIDENT EvOLUTION TooL (FIET)

The FIET builds on the FMB. It allows importatiohraodels to analyse diverse pathways of
a crisis scenario as well as to assess prioridizaéind mitigation measures. Just as in the
FMB, the modelled entities are displayed in a nekwoew. The user can choose an entity
which is disrupted. It becomes possible to assextain scenarios within the overall relations
graph enabling the user to considdnat happensf a certain entity fails when mitigation
measures are not available (figure 8).
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Figure 8: The user clicks on one or more triggedes. All directly (red nodes) and indirectly (y@llmodes) connected
entities are depicted in the network view as welhase list view on the right hand side.

As each interconnected entity includes a buffer amdcovery time, the FIET enables users
to follow the evolution of a crisis. An automataahé¢line demonstrates how cascades spread
over time and across sectors (see figure 9). Aiemt first affects one or more entities that —
depending on their relation — triggers further dieeits and so on.

l:l Change start date Original date 3 Back to network
- = A~ A
Selected range: 16 days, 8 hours, 2@ minutes, 22 seconds. @ .‘XO I O 5x »rp { —— 9%
March 2017
Some element
11 12 13 14 15 16 17 18 19 20 21 has been
modified.
Save the
Coal Supply timeline.
Combined heat and power station (CHP)
Extra high voltage network (EVN) This node is
the trigger
Hezting grid node
Sub station EVN/HVN
High Voltage Network (HVN) Coal Suppl
Id:
1d0cbf99-1808-4c0a-
a287-9af64e8d4ff6
Name: Coal Supply

Figure 9: All nodes that can become affected icenario through the initially selected trigger ng¢slewill automatically
be included in the timeline. The user can edititmeline, e.g. change names, include or excludbduentities, indicate
starting and end date as well as buffer time andvecy time.

With every failure of an entity the criticality @ny other entity in a given scenario model
changes as well. This criticality assessment, atéat using different colours, thus allows to
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prioritize within a time frame where more actionaigtually required due to shrinking buffer
capacities or temporary shortcomings. Finally, FeT allows for the removal of entities in
order to consider what would happen if a certaitityefails and what mitigation measures
could be reasonable to prevent this.

The FIET also can leverage on the spatial inforomaprovided by the model generated by
the experts on the FMB. The FIET offers a map whieedifferent elements of the model
that have an associated geolocation and / or dredlwence. They can be selected on the
map according to their geographical location, dradsio allows the experts to the experts can
check the position of the nodes geographicallyh@ map to be able to identify possible
problems by proximity to the geographical positmnthe nodes (indistinctly of the logical
relationships already included) and evaluate thparh of the cascading incident from a
spatial point of view (affected area, possible pafon, non-modelled infrastructures visible
on the map, etc).
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Figure 10: Map view

By specifying different sets of parameters in timauation, modifying the starting nodes,
changing the relationships among network elemeatapving non-relevant nodes from the
network, altering the timeline to reflect new bufeend recovery times, or creating spatial
annotations, the user can generate multiple diffeseenarios from an initial model.

FMB and FIET are flexible tools that are designedbe used in the pre-crisis phase to
support cross-sectoral scenario discussions amthipig and thus to increase the awareness
on the interdependencies of interconnected infiesires and of the different types of
cascading effects that may come into place dunisgs.

3.8 WPS8: FIELD TESTS AND TRAINING
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The FORTRESS consortium heavily involved end userthe research and development
process. This means both tools have been iteratdeleloped with Dutch, German, Italian
and French end users in our consortium and have kekdated early on with further
stakeholders during a whole range of workshops: eanly validation of the modelling
concept was conducted at a workshop in London imil A4915. A first field test was
conducted in Zwijndrecht, the Netherlands in May20nvolving Dutch and German crisis
managers and responders to take part in demoosisatnd tests of prototypes for the FMB
and FIET. The event also involved 5 EU Cascadeeptsjin a joint comparative exercise
(approaches). As a result, user requirements dFihig and FIET were clarified, guiding the
development activities in WP6 & 7. Following the idwdrecht field tests, a technical
requirement workshop with Dutch end users was ccieduin Berlin in October 2015,
discussing how the FMB and FIET could be conneetél the Dutch crisis management
system: LCMS. Finally test protocols for four figkbsts were prepared.

The main trial was held in Tiel, the NetherlandsSeptember 2016. The event involved
training of crisis management team members in e of the FMB. Users collectively
created the operational scenarios in the FMB ambreed them to the FIET for the trial.
Three parallel trials at a smaller scale were cotetlin Italy (Turin, November 2016),
France (Paris, October 2016) and Germany (Berlagenber 2016), and focused primarily
on a shorter demonstration and test approach tirieoand validate the FMB/FIET results.
In Tiel, German and Dutch cross-border crisis temmsked together on a joint scenario, and
set the scene for acceptance of the FORTRESS appread the initiation of policy-
changing discussions concerning cross-border dataaege in crises. Also in Tiel, the 5 EU
Cascade projects (CascEff, CIPRNet. FORTRESS, SEGCRREDICT) met once again for
a knowledge exchange and tools comparison eventitifiermed all of the associated
community of users.

The following provides a short list of key recomrdations and open topics for future
deployment of the FMB/FIET and for associated regebased on the conclusions emerging
from WP8:

1. Cascade modelling supports reasoning about likeliscevents and planning for
crisis management. Methods for deploying such toolsaining exercises should be
explored with crisis management teams.

2. Crisis management teams are varied in makeup, rreguools to be designed and
adapted to support a range of user types (mulipgdisary and co-creation approach).

3. Cascade modelling only makes sense in relationgtuyhspecific reference scenarios.
Crisis teams need to identify which risks in thesgion are prone to cascades and
develop models for these. Crisis teams also neeshgage the relevant actors to
tackle a cascade risk to learn from them and rereeheir crisis management plans
and approach.

4. Results show that using modelling tools can fat#itengagement between crisis
experts and analysts, often remotely, to providess to knowledge and insights of
high value for modelling, as well as for subsequemgis management planning.
These experts react better to specific scenaridsan help detail them to enrich the
common picture. Tools therefore need to be deplogeah inter-organisational and
inter-disciplinary context.

5. Scenario builder / cascade modelling tools regaaguisition of new skills, and not
all crisis experts are comfortable. We need to tifierimodelling champions” —
people who are able to use tools well and who piewide a natural focus for the
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team (coordinating model building). This is a neslerand a new challenge to be
explored.

6. Modellers should be crisis team members, not eatéathnology experts, since the
main task is coordinating, understanding and bogda shared scenario and model.
Technical support can be provided, but acknowledggeist that (help when needed).

7. It was observed that teams work differently and o fixed approach is

recommended. Instead, teams need to explore wagstablish the initial scenario

(brainstorming, world café, etc.). This basic seenean be adopted via tools to then

elaborate on the required detail.

Teams must decide which entities are relevantdw f#tenario. Not fixed.

Different organisations and teams have differeninigology, icons, etc. Bringing

them together emphasises these differences andiastisation or translation of terms

and icons has to be made an agenda item (informakichange / semantics).

10.A European level repository of terms and icons,psufed by EU countries with
experience in the actual take up of such facilisbsuld support the harmonisation
effort, whereas at the moment these efforts aridalty monodisciplinary or
technology driven.

11.An agreed model must be linked to an agreed andrmncrisis response plan and
regularly updated as part of that review processs Tay require new joint planning
protocols among the stakeholders that are invalveacident management.

12.New ways of collaborating will challenge existingamgements and so Governance
and Policy issues need to be identified and soitedgional level.

13.Crisis teams must be given training to help teaiiding, as well as opportunities to
gain consensus on new risks / review known riglegning and review).

14.Weather and crisis know no borders — cross boidks should be addressed and are
easier to address using the FORTRESS tools (nenstagew protocols).

15. Initiatives for integration of European and locabgraphical content, such as satellite
imaging, base registries, aerial photography anecbblatabases should be supported,
whereas INSPIRE (EU spatial data infrastructurendsv too much focused on
environmental control.

©

28



Project Final Report

4 DISSEMINATION ACTIVITIES, POTENTIAL IMPACT AND EXPL  OITATION

4.1 DISSEMINATION ACTIVITIES

The FORTRESS dissemination strategy (D9.1) provideel basis for engaging with
stakeholders (crisis managers, first responderscandal infrastructure providers) through a
stakeholder identification and interaction procdds intent was to create an impact (socio-
economic and policy) that will outlive the duratiohthe project by making the results of the
research known to those who could benefit from th&mms was made possible through
partners’ close engagement and communication wuigh fesponders prior to, as well as
during the course of the project, collaboratiort thas facilitated by end user involvement in
the project as associate partners (e.g. SDIS, BAMR) full partners (EDF; IFV). This
approach enabled FORTRESS to strengthen the résaadcknowledge base of stakeholders
by facilitating the presentation of the work andsuiés of FORTRESS precisely and
effectively to as wide a stakeholder audience asipte.

This objective was achieved through: (1) the ideratiion of a wide stakeholder audience
and the compilation of a contact list of personenested in FORTRESS and its findings, and
(2) the development of differentiated and targetechmunication approaches for different
categories of stakeholders.

Given that stakeholders are so central to the owtsoof the FORTRESS project, more
specific objectives were required to ensure thaseatnination activities complemented the
development of the FORTRESS tools in order to iflepathways for the exploitation and

further development of the tools’ capacities. Thdlofving are specific dissemination

objectives for the FORTRESS project:

1. To usedissemination activities as a way to stimulate feedback on the results of our
research, to invite critique and the validation of the methodologies being employed,
aswell asthetools being devel oped.

Given the pan-European approach of the projectlamdentrality of stakeholders to provide
specific requirements for the FORTRESS tools, dissation and communication are of key
importance to the FORTRESS project. Project dediblers and case studies were used as a
basis for discussion with a broad range of stalddrslin interviews, focus groups and face-
to-face in workshops, the outcomes of which contald to the consortium’s research,
analyses and the requirements for the FORTRESS.tool

2. Toinitiate a collaborative and communicative approach with stakeholders and end-
users to parallé the objectives of the FORTRESS tools and ensure an immersive
engagement (buy in) in the development of the tools.

FORTRESS built up a consistent following of stakdbos involved in crisis management
and representing critical infrastructure from coigst across Europe, inviting them to
participate in FORTRESS events and share their reeqpees of crisis mitigation. The
objective of this approach was intended to mirtug bbjectives of the FORTRESS tools
(FMB and FIET); to stimulate conversation and comioation among and between
stakeholders and to explore the factors generatisgading effects during crises.

29



Project Final Report ‘,m‘,fé FORTRE

3. To promote our findings and recommendations, especially those with regard to
options for enhancing social, economic and institutional resilience.

Effective dissemination results in the establishineh contacts and interconnection of
networks — a legacy that often outlives the projddte FORTRESS dissemination and
exploitation strategy aimed at identifying and bbshing contacts with other relevant
projects and studies, to increase awareness afoimgortium’s work and research results. A
further objective of the strategy was to facilitai@laboration among different groups of
stakeholders to enhance uptake of the project’slteeand integrate different and diverse
end-user knowledge. The consortium placed partic@mphasis on facilitating this

collaboration, establishing important links andselly integrating with other organisations
carrying out similar or related research and amslys

4. To promote widespread use of the FORTRESS policy recommendations to facilitate
and encourage cross-border and cross-sector communication and collaboration.

The consortium used the language skills of diffeygoject partners to organise events that
employed other European languages such as Dhtelnch, German, etc. This enabled
partners to reach stakeholders outside of those trduhtionally participate in European
projects, which are almost exclusively focused ammunication in English. In addition, two
Domino conferences organised in conjunction withRFBESS, featured between 100 and
150 participants from across Europe, where talksdiscussions were carried out in Dutch,
German and English. Such events served to dis@ss&ues and gaps in policies related to
crisis management and cross-border collaboratidherEU in an inclusive way, as well as to
collectively draft alternative recommendations.

5. To illustrate the benefits of the FORTRESS tools (FMB and FIET) for use in
training related to the mitigation of cascading effects during crises

The creation of a project video and training twtbvideo for the FORTRESS tools provided
an easy and accessible medium for stakeholdersussrd and the general public to
understand the FORTRESS concept and to undergtandenefits and potential benefits of
the FORTRESS tools for training purposes. Ensutiirag stakeholders were kept up to date
with progress in the development of the tools aldwhem to share their input and shape the
functionalities offered by the tools. In this camed-user comments and feedback actually
resulted in partners altering the design of thdstdo fit with end-user requirements. This
approach facilitated the buy-in of stakeholders and-users in the final product.

4.1.1 FORTRESS stakeholders and the socio-economic impacts of the projects

The FORTRESS project draws from a wide range destalder groups (see Table 3) that
seek to benefit from the research and technologugduts of the project. Understanding why
these research outputs are important to stakelsoltet end users is an integral part of the
FORTRESS dissemination strategy that will allow te@sortium to intensify the long term
socio-economic impact of the project. Crucially, FTIRESS seeks to spread awareness of
the project outcomes so that they may benefit &urtesearch. Tied in with the latter is the
aim to affect current policy and practice for crssder communication and collaboration
during crises but even in the pre-crisis or colcaggh In this regard, the FORTRESS
workshops and conferences (Knowledge sharing worgksh Tiel and the DOMINO 1 and
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DOMINO 2 conferences) encouraged cross-border camuation and problem solving
between crisis managers, first responders andaritfrastructure providers from Germany
and the Netherlands. This reflects the FORTRESE efhmeeting the project’s objectives
through the tools and knowledge generated, asagelhrough the day to day running of the
project activities. Close engagement with stakedrsldluring events and providing the space
for stakeholders to work together provided oppaties for partners to better identify the
most appropriate policy recommendations for affectchange at a pan-European level.
Table 3 below illustrates which stakeholder growpse targeted, why they were targeted and
what impacts such engagement will have.

Stakeholder type Why we want to reach them | What will stakeholders gain
(impact of the engagement)
Government * To inform them about emergency | ¢ The opportunity to develop the

« Policy makers at European and
Member State level

* Members of the European Parliame
and national parliaments

« Emergency management agencies

¢ Local authorities

response issues addressed by the
consortium and the FIET

» To engage them in a dialogue abou
Nthese issues

* To invite them to consider
recommendations made by the
consortium, notably with regard to the
use of the FIET

» To encourage them to adopt the FIE

« To assist them in the ongoing
development of institutional guideline
in the complex nature of cascading
effects and the need for coordinated
and collaborative cross-border decisi
making during a crisis

technologies and knowledge for
building capabilities needed to ensurg
the security of citizens from threats
such as terrorism, natural disasters a
crime, while respecting fundamental
human rights including privacy; to
ensure optimal and concerted use of
available and evolving technologies t
the benefit of civil European security,
to stimulate the cooperation of

_rproviders and users for civil security
solutions, improving the
competitiveness of the European

S security industry and delivering
mission-oriented research results to
reduce security gaps.

N . .
« Develop collective capacity among
Member States, promote international
cross-border partnerships in crisis
response and facilitate European co-
operation in disaster situations with
cascading effects.

nd

D

Emergency Managers and First
Responders

* To inform them about emergency
response issues addressed by the
consortium and the FIET

» To engage them in a dialogue abou
these issues

* To invite them to consider
recommendations made by the
consortium, notably with regard to the
use of our FIET

« To encourage them to adopt the FIE

« To assist them in the ongoing
development of institutional guideline

+ Assist with the implementation of &
decision support system in the form g
an incident evolution tool (the FIET) t
optimise decision-making and
minimise the cascading effects of a
cross- border crisis. This will ensure
that optimal use of available and
evolving technologies and research
practices (such as foresight tools) are
benefiting European society by
positively enhancing the modelling
tability of dependencies in a complex
crisis situation to help support
decision-makers to prepare and

5 respond to potential cascading effects

in a cross border crisis, both in terms
preparation and training and real-time

D
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decision-making.

Media

* Newspapers
« Journals

« Blogs

* Social networks

» To encourage the media to raise the
awareness of stakeholders, notably
relevant organisations, about how
important collaboration is to effective
decision making to enhance emergen
response. Media attention will help
raise issues of concern to the
consortium on the public and policy-
makers’ agendas.

 To stimulate critical debate and
information sharing about the various
interdependencies between critical
infrastructure and human behaviour g
a result of cascading effects in a crisi

* Making the results of the project
known to those who could benefit from
them, i.e. policy-makers and
government agencies dealing with

C¥risis preparedness, management angd
response issues and making specific
investment decisions, as well as first
responders and emergency managers
who will need information regarding
the prediction and modelling of the
various dependencies in crises with
cascading effect.

72)

Academia

* Universities

* Research institutes

* To inform them about emergency
response issues addressed by the
consortium and the FIET

» To encourage the use of our policy
guidelines and good practices in
respect of scientific research.

» To encourage academics to provide
their views with regard to the
consortium’s findings and
recommendations as they are being
developed as well as once they have
been formulated.

» To encourage academic organisatio
and researchers to conduct further
research in regard to the issues of
concern to the project’s themes.

*The opportunity to apply for EC
funded research and projects.
FORTRESS addresses a number of
issues related to physical and human
interdependencies during cross-border
crises, an aspect that the EU
commission has expressed a clear
interest in. The outcomes of the
FORTRESS project provide the basis
for developing this research further and
exploring new avenues in this respect.

*Knowledge gained and the
collaborations forged through the
roject will enhance the current
research and ideas related to cascad|ng
and cross-border effects of crises.

>
o

Civil society organizations (CSOs)

* To encouragd sixciety to lobby
policy-makers to consider the
recommendations made by the
consortium.

» To encourage CSOs to raise
awareness of their members on these
issues.

*Strengthen European values towards
engagement and collaboration between
different European states thereby
contributing to social and territorial
cohesion across Europe.

Industry

« Hardware and software
designers and developers
« Service Providers

« Technicians

« Industry associations

« To inform them about emergency
response issues addressed by the
consortium and the FIET

» To encourage the use of our policy
guidelines and good practices in
respect of scientific research.

» To encourage industry to provide itg
views with regard to the consortium’s
findings and recommendations as the
are being developed as well as once

*|t creates increased collaboration and
communication between researchers
and industry and provides an example
of how research into crises may be
applied to more tangible aims and the
creation of state-of-the-art tools. It
accomplishes one of the main project
goals of using the project as a platfor
for communication between industries,
stakeholders and researchers working

3
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they have been formulated. towards the same aim.
Project partners * To draw the attention of pagiier | eThe knowledge gained can inform
the FORTRESS consortium. issues, promote discussion and pave

the way for future collaborations in this
area. It also widens the network of
researchers and practitioners debating
these issues.

 To exchange information and views
with those other project partners.

« To leverage the activities of other
projects.

The public * To raise the awareness and «Inspiring government and public
understanding of the public with regarddiscourse about disaster preparedness
to the emergency response issues and response that provides better
addressed by the consortium. insight into the information needs of
emergency managers and other

* To encourage the public to lobby | decision-makers and the difficulties
their political leaders in support of the associated with unreliable or
consortium’'s recommendations. misleading information in times of
crisis, particularly those crises with the
possibility of cascading effects.

Table 3: FORTRESS stakeholders, why we want to réach &nd the potential impacts of their engagemetht tive
project

4.1.2 Main Dissemination Activities

FORTRESS used a variety of different methods tseisnate the project outputs, from

online material and regular tweets to academic rmmmttacademic publications, videos and
through events (confereces, workshops, pilot te$ts®® FORTRESS website provides news
and updates on the project’s activities and outpugsoming events, links to related projects,
publications and project deliverables. In additiba website links up to FORTRESS’ social

media accounts and allows visitors to comment an material. The project’s website is one

of the main and versatile sources of informationuttihe project available to stakeholders.
The website was established immediately after togept’s kick-off in April 2014 and will

be maintained for at least one year after the ptgads. The FORTRESS website can be
accessed via the world-wide web at the followindradshttp://fortress-project.eu/

4.1.3 FORTRESS Video

Partners produced three videos to generate fuirttenest in the project, visually present the
outcomes and to provide guidance on the use dbthie (Figure 11, below).
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FORTRESS KICK-OFF FILM

D9 3FORTRESS KOM Film final

Reinhard Kreissl/
IRKS Research

-

Figure 11: Screenshot still of the FORTRESS kitkilof, available athttp:/fortress-project.eu/

4.1.4 Publications

As part of its efforts to disseminate the projeesults to the scientific community, the
FORTRESS consortium has published the followinglipabons. A number of publications
are in the process of being published in the coof$siee coming year (2017).

« Nones, M; Pescaroli, G; (201@nplications of cascading effects for the EU Floods
Directive.International Journal of River Basin Managemead# (2) pp. 195-204

« Pescaroli, G. and Kelman, I. (2016w Critical Infrastructure Orients International
Relief in Cascading Disastedurnal of Contingencies and Crisis Management.

« Pescaroli, Gianluca and David AlexandeCyitical infrastructure, panarchies and the
vulnerability paths of cascading disastefdatural Hazards 12 February 2016, p. 1-
18

« Hagen, Kim, The 2007 Solomon Islands earthquake and tsunammtadag effects
and community resilienéeSECED 2015 Conference — Earthquake Risk and
Engineering towards a Resilient Worldambridge, UK, July 2015.

« Watson, Hayley, Kim Hagen and Tom Ritcheigxperiencing GMA as a means of
developing a conceptual model of the problem spae®lving understanding
cascading effects in crises Proceedings of the 12th International ISCRAM
ConferenceKristiansand, Norway, May 2015.

- Hagen, Kim, Meropi Tzanetakis and Hayley WatsoBascading effects in crises:
categorisation and analysis of trigderd’roceedings of the 12th International
ISCRAM Conferen¢e&ristiansand, Norway, May 2015.

« Watson, Hayley, Kim Hagen, Susan Anson & Kush WaalhwWwVorking with
emergency responders across Europe to enhances cigsimmunication
practice8, British APCO JournglVolume 21, Issue 1, March 2015, p.22-23
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« Pescaroli, Gianluca and David Alexandef @efinition of cascading disasters and
cascading effects: Going beyond the ‘toppling daragi metaphdr Planet@Risk
Vol. 3, No. 1, 2015.

« Hagen, Kim, Hayley Watson & Kush WadhwesORTRESS, The International
Emergency Management Society Newsletigsyue 21, August 2014, pp. 21.

415 Twitter

Twitter served as the project’s everyday conduittlie outside world, enabling regular
dissemination and communication with a growing deliing of stakeholders. Since

November 2014, the total number of FORTRESS tweate reached 155, 600 other Twitter
accounts (Figure 12), where 60,400 accounts wexehesl in the period April to June 2016
alone. This could be explained by a notable ina@edsweets being scheduled for this period
to promote project deliverables, updates and ev@oish as the DOMINO conference and
workshop) that coincided with this period.

Twitter Impressions
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Figure 12: Twitter engagements over the lifetiméefproject

4.1.6 Workshops and Events

Direct engagement with stakeholders and end-udiess {esponders, crisis managers and
critical infrastructure providers) has been centwmlachieving the project outcomes. This
engagement has taken the form of participationxtdreal events such as conferences and
workshops related to crisis management where pargmgage with various audiences and
promote the FORTRESS research. More directed emgagt was achieved at events
organised by the FORTRESS consortium to: gathedbfeek on user requirements, learn
from experienced end-users, share the knowledgeedawith other EU projects and
researchers, and shape and promote policies tnealaoss-border communication. The
following are the main events organised as path®fFORTRESS project:
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Event: Multi-stakeholder workshop
Date: 10/04/2015

Location: London, UK
Participation: 12

Aim: Gain feedback and input into the development ofdel® from external
participants who have knowledge and experienceaydgring for or managing crises

The multi-stakeholder workshop (Box Above) servexl a first opportunity to discuss

preliminary versions of the FORTRESS tools with rmaall group of first responders.

Participants discussed the FORTRESS Model BuilB&tB) and the FORTRESS Incident
Evolution Tool (FIET), which were being developenl &id decision-makers and crisis
responders in reducing cascading effects both psiand during crisis events. The workshop
was aimed at gaining feedback and input into theeld@ment of these models from external
participants who have knowledge and experience repgring for or managing crisis

situations.

Event: DOMINO workshop

Date: 20/05/2015 — 22/05/2015
Location: Zwijndrecht, the Netherlands
Participation: ~200

Aim: To debate and reach agreement on future requitsnien crisis management
systems.

FORTRESS partner IFV co-organised the DOMINO caariee (Box above) and workshop
series in Zwijndrecht, the Netherlands, from 2@t22nd May 2015. The event focused on a
flooding scenario and attracted almost 200 domaipeds who are active in crisis
management. It included demonstrations of crisijmagament systems in mobile field
command centers for realism, and exposed partitsp@anfrontline users and their working
situations. Presentations were made by DG-ECHOg¢DMinistry of Security, and Dutch
Water Board to set the scene on EU Security Pdlicgt its implementation at various
governmental levels.

Event: Knowledge-sharing workshop

Date: 20/09/2016 — 21/09/2016

Location: Tiel, the Netherlands

Participation: 35 (workshop), ~130 (DOMINO)

Aim: (1) to share research results with other EU ptsjacused on cascading effects
during crises, (2) to demonstrate the functionghef tools to end-users and collect
their feedback

On 20 September 2016, the FORTRESS consortium htegetith six other EU projects
(INTACT, PREDICT, SECTOR, CIPRNET, CASCEFF and DER) focused on mitigating
cascading effects during crises, held a knowledhgensg workshop in Tiel (Box above), the
Netherlands. The workshop provided a platform toe £xchange of research outcomes
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between related European projects. The workshopgwadverarching themes: 1) empirical

findings for reducing cascading effects in crisad @nhancing resilience, and 2) tools for
supporting decision making before and during cri3ée workshop provided an opportunity

to discuss the latest empirical findings in thedfief crisis management, resilience and the
curbing of cascading effects during crises.

Event: Cascading effects conference (joint final confeggn
Date: 16/03/2017 — 17/03/2017

Location: Brussels, Belgium

Participation: ~135

Aim: To share the final research results and presemt RORTRESS tools tp
stakeholders, other EU projects, the European Ceasiam and the community of
users (CoU).

The FORTRESS final conference involved a joint eoafce (Box above) between other EU
FP7 projects focused on the mitigation of cascadafigcts during crises. The joint

conference of projects funded by the European Usi&@eventh Framework Programme
included the following projects: CascEff, CIPRNEQORTRESS, PREDICT and SnowBall.

The conference focused on four main themes rel@texhscading effects during crises and
featured presentations of the foresight tools dgesd by each of the projects.

4.2 EXPLOITATION - RESEARCH

Process and Plans

The FORTRESS consortium have identified four mairgét areas for expanding on the
research conducted as part of the project (Tahlalddpf which are interconnected. Partners
TRI, UCL, DIA and TUB have plans to publish betwemme and two articles in journals
related to disaster management, resilience andgemey response. UCL and TUB have
submitted a proposal for the International Jourwdl Disaster Risk Reduction on
“Understanding and mitigating cascading crisehandlobal interconnected system”. RCAB
plan to publish an article in the Journal of Disastlanagement which will concern the use
of morphological analysis and Bayesian Networksniodelling the societal consequences of
natural disasters, as was conducted during the RSB project.

Exploitation Targets Partners involved
1. Produce publications TUB, TRI, UCL, DIA, RCAB
2. Apply for further research funding TUB, TRI, IFV, TREE, SiTi
3. Continued discussion and All partners

collaboration
4. Develop seminars and workshops on| TUB, TREE, GMV, EDF
the use of the tool

Table 4: Consortium exploitation objectives withasds to research

Various FORTRESS partners (TUB, TRI, IFV, and TRE&Yye worked together outside of
the project to develop a funding proposal thatdsuibn the work conducted in FORTRESS
and seeks to continue the development of the wmdsresearch. This has ensured that the
issues raised through FORTRESS will continuallydiscussed following the end of the
project. An example of this effort has been thenisig of the joint declaration (see D9.8)
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between FORTRESS and other project partners arcetlsillers. The Joint Declaration
represents a common understanding of the main gsisueffective crisis management, as
well as a commitment to continued collaborationdrelthe project. This initiative has led to
fruitful opportunities that saw FORTRESS partnerganise a workshop, entitledJser-
based Field Test Framework’at the upcoming 2017 ISCRAM (Information Systeros f
Crisis Response and Management) in May 2017 indéran

Partners GMV and TREE will host the FORTRESS t¢bMB and FIET) on their websites
for a minimum of three years following the end loé {project, and will not be available to the
public. The tools will be freely accessible to comisim members to use for research
purposes and analysis, as well as for partnersséofar their own exploitation goals. For
example, TUB, GMV and TREE have agreed to continzemperation following the project

in the form of collaborative scenario workshopsigghe tools which will be directed at two
audiences: critical infrastructure representati@ed post-graduate students researching the
mitigation of cascading effects during crises. S&ms and workshops using the tools will be
held at the Technical University of Berlin (TUBRawill begin within the first six months
from the end of the project. It has not yet beeridi®l how long this will carry on for.

4.3 TECHNOLOGY DEVELOPMENT

The core outputs of the FORTRESS project are tlwetbwols, the FMB and FIET. GMV and
TREE are continuing to wonsro bonoon the further adaptation and refinement of tludsto
by integrating further the user requirements irte tool. One such addition has been the
inclusion of a timeline in the FIET that allows tséo0 play a crisis scenario and identify the
amount of time it would take for cascading effdctgake place. This refinement will adapt
the tools further to user requirements and makéabls more useable.

Exploitation Targets Partners involved
1. Integrate further user requirements | GMV, TUB, IFV, TREE, SiTi
2. Identify interested customers TUB, TREE, GMV
3. Continued discussion and All partners

collaboration
4. Develop seminars and workshops on TUB, TREE, GMV, EDF
the use of the tool

Table 5: Consortium exploitation objectives withasds to technological outputs

Although the tools are meant to provide the basistfaining and preparedness in crisis
scenarios, their ultimate aim is to enhance widsterisectoral and cross-border
communication and collaboration. At the joint finednference on cascading effects, one
FORTRESS presenter (Marcos Sacristan, TREE) ndtidthe tools will function fine for
these stated purposes but are still reliant omjtiadity and extent of data available.

Conditions for facilitating transfer of data ane ttreation of conditions that would allow for
the collection of such data are reflected in thécporecommendations proposed by the
project and presented at the final conference. Mdrifie policy recommendations were also
presented at the workshop in Tiel and adapted doupto the feedback received. The policy
recommendations will be presented to key policy enakat the European Commission, as
well as future events such ISCRAM 2017, and mestimgth the Community of Users
(Col). Policy recommendations deal with increasathing, communication activities and
relationship building between end-users sharingrddy. Such a policy would allow for more
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integration of crisis-relevant information in diféat contexts and improve the quality and
guantity of data available to be processed by tmdst In many respects the FORTRESS
project has succeeded in initiating this flow ofrcounication. However, the enactment of
the proposed policy recommendations remains a rfathat will affect the future
marketability and usability of the tools acrossaa{uropean context.

4.4  APPLICATION IN TRAINING AND PREPAREDNESS (CONFIDENTIAL)

As part of their involvement in the project, EDFvdmped a baseline scenario of a major
flooding of the Parisian region leading to a patdritooding of an EDF R&D site located on
an island along the Seine River. Participants étakeholders) to the test had faced several
challenges such as continuing activities which catie shut down (despite the crisis) while
mitigating potential cascading consequences suelv@sding pollution of the river caused by
release of “toxic” wastes stored in the EDF site.

Results of the test showed that the main contobutf the tools lies in their added value
during preparation (and/or training) phase of thisi€ management. During this phase
stakeholders have to share their different visibmsnake efforts to understand each other, in
other words to create an atmosphere enabling aciesff and relevant cooperation as a
condition to cope with unexpected cascading effetsich a crisis scenario.

Use of the tools during preparation/training phakews collaboration between stakeholders
and therefore sharing of visions, an improved ustdeding of each other’s roles, and taking
into account unforeseen developments during ascriés a result, the tools are to be
presented to different EDF branches such as theablyd branch. EDF envisages using both
tools: FMB and FIET for internal purposes. The duling issues are now under
consideration:

* To enhance risk acceptability: using these toolfoaus groups will enable EDF to
put the question of risks and resilience underutision. As stakeholders build a
common vision of risks and resilience, their untierding of risks in their specific
contexts will improve

« To enhance safety culture: simulating crisis mansnt to be better prepared,
enabling past crisis simulations and replays ineor train managers and show
internally that cascading effects during a crisis be mitigated.

Exploitation Targets Partners involved
1. Use the tools for training purposes IFV, EDF, SiTi
2. Use the tool to develop contingency | SiTi, EDF, IFV

plans

3. Continued discussion and All partners

collaboration

4. Develop seminars and workshops on| TUB, TREE, GMV, EDF

the use of the tool

Table 6: Consortium exploitation objectives withaseds to application in training and preparedness

Partners IFV are in discussions to continue usihegtools with first responders and crisis
managers in the Netherlands. They plan to promuweuse of the tools further especially
during training and preparedness phases, to leamm past crises scenarios and to formulate
contingency plans for future crises. IFV plans tdise the FORTRESS tools within this
context to refine current crisis contingency plaasd to provide training for crisis
management and first response based on the magpeflicrisis scenarios.
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