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SECTION 4.1.1
EXECUTIVE SUMMARY

CRISIS was conceived as a 3D immersive virtual world in which major incidents occur.
Trainees are presented with a real-time evolving situation such as a train crash resulting in
fires, explosions, increasing casualties and resources distributed around in a 3D virtual
world. The trainee is required to view and assess the situation, formulate a plan, and
organise a response by instructing his team while coordinating with other teams and higher
command. Delays or incorrect actions would result in consequences such as higher death

rates or greater damage. The CRISIS project started in May 2010. Despite delays due to a

partner falling into bankruptcy, the project successfully closed in November 2013 in 42

months — 6 months longer than planned. The replacement partner introduced their XVR 3D

world simulation technology around which CRISIS functionality was added. The key
outcomes are:

1. The CRISIS interactive simulation and training environment that has delivered
capabilities for training multiple front-line first response team-leaders and multi-level
command, and across multiple emergency services in dealing with major or critical
incidents. CRISIS comprises the FDX (Field Exercise) and CPX (Command Post Exercise)
modules. CRISIS is deployed at our end-user partner locations — ISAVIA airports in
Iceland, ANA airports in Portugal, and the BTP in the UK.

2. A Planner module that uses a timeline-based user interface to plan exercises and
scenarios. It incorporates the Variable Uncertainty Framework for varying complexity
and difficulty by re-combining scenario sub-elements. The Planner is coupled with the
XVR simulation 3D world where avatars and assets would be activated by the Planner.

3. Associated with the Planner is the exercise Manager that enables instructors to control
the activation of exercise injects during exercise run-time.

4. An IP-based Communications module to enable trainees to communicate with each
other via the simulation world. This has the benefit of then being able to record all
conversations, and simulating distance between avatars and realistic 3D soundscapes.

5. A mobile Observer tool that can be used on a tablet or iPad-type device or a
smartphone-type device. This enables instructors to move around the trainees to record
the instructors’ observations of the trainees’ performance, take photos of the training
situation, make annotations, and assess the competency.

6. An After Action Review module that enables a review of the exercise and individual
trainees’ performance almost immediately after the exercise. The AAR module shows on
the exercise timeline events, communications, instructors observations and comments.

7. The Decision Support and Knowledge Management DSKM was intended to support real-
time aggregation and consolidation of streaming observations and exercise events, and
post-exercise data analysis. The DSKM use Topic Maps technology to create an ontology
as well as a natural language interface to query the data using the Topic Maps-based
Question and Answer technology. This is coupled with a combination of Esper complex
events processing and Drools inference making technologies.

8. The Secure Integration Platform, SIP, comprises a tool-chain for software development,
SIP Messaging middleware for message delivery, the SIP Request-reply middleware for
managing persistent state of applications, and additional tools like JMS/RDF Gateway
and Backend Application, and a Semantic xWiki.

9. Concepts developed within the CRISIS project, such as the competency- and
performance-based training method, are being used in consultancy or research.

10. The work has been published in a number of well-regarded peer-reviewed conferences
and demonstrated at several trade exhibitions and end-user type forums.
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SECTION 4.1.2
SUMMARY DESCRIPTION OF PROJECT CONTEXT AND OBJECTIVES

Figure 1. Scene from CRISIS: Police stopping traffic at railroad crossing. A car had crashed into a train.

Objective A Crisis Management Simulation Training

... to develop a training program that integrates and shows how the CRISIS system ... can be
used for multi-level, inter- and intra-organisational crisis management training, emphasizes
cue recognition, decision making, team coordination and human-interoperability.

STATUS = IMPLEMENTED AND DEPLOYED FDX AND CPX AND SUPPORTING MODULES, AT
LISBON AIRPORT (ANA), REYKJAVIK AIRPORT (ISAVIA), AND BTP (LONDON)

CRISIS was conceived as a next generation, advanced video game style interactive simulation
training system developed to help emergency service personnel and commanders prepare
for crisis scenarios such as train and plane crashes, and terrorist attacks. Currently
emergency personnel at venues such as airports must plan costly live training exercises, but
the virtual reality ‘CRISIS’ system will allow them to prepare for these incidents at the push
of a button. CRISIS presents emergency workers with an emergency situation in an
interactive virtual world using a complex 3D view of the incident scene. Trainees navigate
through the environment and build up a situation assessment of the incident which then
guides their decision making process, all the time communicating with fellow trainees as the
incident develops in front of them. The CRISIS software can be used by individuals or teams
within the same organisation or across different organisations to train in decision making
and team coordination. It can also be used to train commanders spanning multiple levels of
command, in an immersive multi-player environment. Using the communications module
trainees interact and communicate with fellow trainees inside the 3D world, regardless of
their physical location.

Object B Exercise Planning After-Action Review and Virtual Test-bed

... to develop the capability for rapid exercise planning ... and to link scenario generation and
simulation ... to an After Action Review system so that lessons from the exercise can be
identified and learnt quickly.

STATUS = IMPLEMENTED — PLANNER AND XVR, VUF-BASED SCENARIO DESIGN AND
DEVELOPMENT METHODS, OBSERVER TOOL, AAR MODULE, DSKM

CRISIS enables instructors to plan exercises where incidents presented have varying levels of
complexity. Using the Variable Uncertainty Framework (Wong et al, 2011; Field et al, 2011),
the scenarios can play out differently every time they are run with the system responding in
different ways dependent on the trainees’ actions, with random events occurring in order to
test reactions. Triggers can be set so that if a trainee fails to complete a certain action it can
have a particular consequence. The occurrence of these events can be fully randomized or
made to vary within a window of opportunity set by the instructor, or set to occur at a
specific time. Such a range of variability enables a high level of re-playability of the



Ve Vel sl ed ol CRISIS FP7-242474
wra i1
SN T T T

simulation from a small set of events, as the VUF enables them to be combined in many
different ways to create what would appear to be different situations to the trainee.

Objective C Game-based Interactive Simulation Technology for Training

. to develop a games-based interactive simulation system [with] high ... interactivity
[offering] ... real-time cue recognition, situation assessment, problem diagnosis and planning
under ... uncertainty and confusion, rather than choosing between pre-defined options.
STATUS = IMPLEMENTED

Exercise scenarios are visually rich and evolve in real-time according to plans and user
actions, requiring trainee to constantly assess and evaluate changing situation. The situation
evolution is achieved by a combination of timing when events are activated and the use of
‘trigger zones’ where upon entry by an avatar, activate sequences of actions that can change
the situation. Although not fully autonomous, this provides game-like interactivity,
uncertainty and capability to generate confusion without expensive Game Al.

Objective D Human Inter-Operability and Organisational Adaptation

... to develop an understanding and framework for how decision making, team coordination
and organisational adaptation occurs in crisis management at airports, ... to develop more
robust crisis management capabilities for dealing with unexpected events.

STATUS = IMPLEMENTED. INVESTIGATED DECISION MAKING, CHARACTERISED CRISIS
SITUATIONS AND UNEXPECTED EVENTS, INCORPORATED INTO SCENARIO DEVELOPMENT
METHODS

We investigated decision making and how teams adapt their plans and how such adaptation
is coordinated by the team and team leaders. Surprise and startle were observed to occur in
critical incident situations. Research focused on how startle affects decision making and how
such situations can be re-created within the CRISIS virtual world in order to train users to
deal with the consequences and complications that can arise from such surprise or changes
in the situation. We developed the SPURS method — Scenario Planning for Unexpected
events, Response, and Startle — a framework for planning, developing and configuring CRISIS
exercise scenarios. A significant effort was also invested into identifying the skills that
mattered in managing critical incidents. We identified major deficits in the existing training
methods to train certain key skills; Assess alert, Assess risk, Categorise crisis, Communicate,
Communicate information, Leadership, Familiarise with procedures, Formulate handling
strategy, Prioritise information, Recognise strengths and weaknesses, Resist pressure, and
Take control. We have referred to these 12 skill training deficits as ‘Training Gaps’ which
became the focus of the training programme. We developed a training programme based
on the NOTECHS (Non-Technical Skills) approach. NOTECHS was originally designed for CRM
(crew resource management) training and assessing teamwork in aviation (aircraft cockpits)
and later adapted for use in medicine (operating theatre teamwork). We identified
behavioural markers for each ‘Training Gap’, i.e. behaviours that demonstrate good or poor
practice of the competency, and have been applied in the Observer tool for recording
instructors’ assessment and observations of trainee performance.

Objective E Distributed Training System

. to develop a system capable of supporting training distributed across at least four
different organisations ... with roles ... operators to commanders ...
STATUS = IMPLEMENTED; CAPABLE BUT NOT TESTED DUE TO END-USER SECURITY POLICY
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The Secure Integration Platform, SIP, is the backbone and middleware that connects the
different software components of the CRISIS system prototype. The SIP was designed to run
over the Internet. A voice communications module was also implemented to enable trainees
who might be remotely located to verbally communicate and coordinate with each other.
User trials of the CRISIS training system prototype was successfully conducted over an IP-
based network at each end-user site. However due to each security policy, we were unable
to run the CRISIS across each end-user partner’s internal systems.

Figure 2. The CRISIS multi-player, multi-organisation, multi-command level (distributed) simulation
environment during end-user trials at end-user partner ISAVIA, Iceland. Shown above are trainees
representing the Transport Coordinator, Security Coordinator and the Rescue Coordinator.

Objective F Advanced Decision Technologies

... to develop advanced decision and knowledge management technologies and visualization
techniques ... where the information may be in multiple data formats and across multiple
data sets, coupled with an advanced multi-modal interactive visualisation human-machine
interface, to support decision making during CRISIS exercise planning and game-play.
STATUS = IMPLEMENTED: DSKM, AAR and OBSERVER TABLET TOOL WITH CONNECTIVTY
PROVIDED BY SIP (REST-BASED PERSISTENT SERVICE GENERATOR)

The CRISIS DSKM comprises three main sub-modules and combines Topic Maps technology
in a way that informs a Complex Events Processing (CEP) component to identify meaningful
patterns in the stream of event data. These components are: (1) A central knowledge base
for decision support and knowledge management, consisting of a Topic Maps system using
an ontology of possible and planned events that can occur during the exercise, extended
with inference results generated by the DSKM; (2) A real-time module running a network of
Esper-algorithms carrying out filtering and aggregation of event streams that originate from
simulator events and trainee actions during the CRISIS exercise; and (3) The knowledge-
based reasoning module running Drools Expert, a forward-chaining rule engine based on the
Rete algorithm that pattern match on the properties of the streaming data and if the
preconditions are met fire the corresponding action-part of the rules to identify patterns of
behaviours. The DSKM interactive visualisation provides instructors with maps and graphs
of key performance indicators such as casualty numbers and transfers.

Objective G Software Engineering

... to develop a secure component-based software architecture that would enable rapid
integration of existing and new components ... which will ... support large distributed
training activities

STATUS = IMPLEMENTED SECURED INTEGRATION PLATFORM, BUT DUE TO TIME
CONSTRAINTS, SECURITY MODULE OPERATIONAL, BUT NOT TESTED IN INTEGRATED SYSTEM

The Secure Integration Platform or SIP tool-chain is integrated into the Eclipse project as a

set of plugins with their own actions. Users of the CRISIS middleware can model their own
data messages formats or data format of persistent records in the Eclipse IDE Ecore

10
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modeller, and automatically generate as much code as possible of the target application
from the model. It includes an Eclipse plugin to generate XSD files directly from Ecore files
using an Ecore-to-XSD generator, which generates simpler code than Eclipse’s own plugin, in
order to support effective communications. The CRISIS plugins set also provides a plugin for
generating ActiveMQ-based SIP listeners and producers to simplify the development of
CRISIS application on top of SIP. Moreover, there is also a REST-based Persistent Service
generator for generating a full implementation of the persistent state service, an
experimental JMS/RDF Gateway generator that generates a Java-based gateway application
in-between JMS and RDF, and an Esper adapter generator. This has set in place a scalable
architecture to support larger distributed training activities.

|

|

I
|;
|

o1 e
~
s

Figure 3. CRISIS Architecture and Data-Flow Model

Objective H User Configurability

... to develop the capability for a user with limited programming ability to configure their
simulation environment (avatars, props and their behaviours) thereby allowing the same
basic engine to be used to train crisis managers at different transport infrastructures, such
as another airport, train station, or ... football stadium.

STATUS = IMPLEMENTED.

Using the Planner and CRISIS-XVR end-users can create their own scenarios at respective
locations e.g. Keflavik runway, Lisbon Airport terminal, BTP railway crossing. End-users are
free to configure as many avatars and props such as fires and explosions from the XVR asset
library. XVR also contains a number of other 3D environments that end-users may use.
However, end users at this time cannot create their own 3d environments.

11
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SECTION 4.1.3
DESCRIPTION OF MAIN S & T RESULTS / FOREGROUND

The main S&T results from the CRISIS project are briefly described in this section and have
been reported in detail in the respective deliverables.

D3.1 Revised Crisis Management User and Training Requirements Report

In this report we defined the user requirements for the CRISIS system. As the system was
planned as a training system, included in this specification is a list of training specifications,
including key competencies that crisis managers need to be well-trained in, and significant
deficiencies in current capability to train Bronze and Silver commanders (in the BTP and their
equivalents in ISAVIA (Iceland) and ANA (Portugal)). We have referred to these 12
deficiencies as the 12 Training Gaps. These Training Gaps include expert skills required to
successfully to command and control crisis situations such as Assess Situation, Assess Risk,
Take Control, or Resist Pressure. We used these Training Gaps to focus how the training
methods and supporting systems are developed.

D3.2 Operational Concept

The Operational Concept defined how the CRISIS system would work in practice to carry out
its training mission. This is where we defined how we anticipate various proposed concepts
would be implemented. These concepts include the ABX ‘Airport in a BoX’ concept where
the CRISIS Interactive Simulation Environment should be readily be re-used from an airport
context to any other context. This has been demonstrated where the airport environments
(ISAVIA and ANA) have been replaced by a totally different environment for a crash at a
railway crossing environment (BTP). This is also a demonstration of the “support actions
rather than roles” operational concept where the design of CRISIS should be to support the
actions that are undertaken by personnel in a crisis situation, rather than specific crisis
situations and specific person-roles in an organisation.

Other aspects include the alignment of command levels for system design purposes across
the different end-user organisation. This is necessary to support ‘multi-user, multi-level, and
multi-organisation’ training situations. In this way, the fire and rescue, medical, security and
transport personnel, could use CRISIS to train across the different organisations, and include
several first responder team leaders (Bronze) up to commanders and staff at the Command
Post levels, e.g. the Emergency Command Post or Mobile Command Post at the airports, or
the command and control room for the BTP.

Another key element of the Operational Concept is that of the Variable Uncertainty
Framework, or VUF, as a ‘cheap’ alternative to increasing re-playability of the training
scenarios. The VUF was conceptualised as a framework for managing complexity, certainty
of an event occurring, and the number of events occurring simultaneously (Fig. 4a).
Conceptually, this framework should provide a means for controlling the different ways by
which events can be combined (automatically or by hand), such that to the trainee, the re-
played situation appears to different to the trainee.
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Figure 4a. The Variable Uncertainty Framework. By combining basic building blocks of an event in
different ways, we can target different skill levels and create many variations of situations that appear
different to a trainee to enhance re-playability.

Trainee response strategies are likely to be different between situations where the sub-
events are spaced out with sufficient time to deal with each sub-event at a time, as
compared to when sub-events occur very close to one another or overlap in time. The VUF
can also create situations where the same elements are initiated in different sequence,
leading to the appearance of them being different situations, even though the same event
elements have been used.

-
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Figure 4b. Controlling Variability and Complexity

Figure 4b illustrates the respective parameters that can be manipulated to create the
variability of events in terms of onset time, end time, event duration, intensity of the event,
and the event dependency on other events. For each of these parameters, the parameters
can be influenced by controlling, for example, the duration of the time window that the
onset time occurs, and a weighting about the certainty with which the onset time will occur
(i.e. the event may or may not occur), and variability in terms of where in the onset time
window that the event occurs (i.e. likely to occur early or late?). If, however, the training
situations are required to be repeated in an exact manner, this can also be achieved by
setting the variability to ‘no variation’. This makes producing scenarios cheap and fast.

‘Leaking’ information about the training situations to later trainees no longer becomes a
problem as the system changes the situation by invoking the VUF. The greater advantage is
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that from a single set of events, numerous situations can be developed, and automatically if
so desired. This is important, as the cost of developing training scenarios is expensive and
time consuming.

D3.3 System Master Plan

The System Master Plan document integrates the user requirements with the training
requirements in a way that defines what the system should do and how it should operate.
To help us understand and define the design, we also developed a set of Reference
Scenarios that were relevant to each end-user partner. These Reference Scenarios were
used to drive the design and later in the process, to evaluate how well the system has
catered for the end-user requirements.

Scenario Design, or how to plan and configure a scenario that will use the CRISIS
combination of software components, was also investigated. Using the Reference Scenarios,
the consortium investigated how Scenario Design could be conceptualised in relation to the
functions that would be developed in CRISIS. Later in the project, we distinguished between
spatial and temporal configuration of a scenario, as the placement of the avatars and objects
in the 3D world or ‘stage’, are separate from when they occur. In later designs, the spatial
configuration occurs through the XVR system, while the temporal configuration occurs
through the Planner tool.

We subsequently developed a system architecture (connectivity through the Secure
Integration Platform, software interface definitions, data structure definitions, security
policy, example designs of the user interfaces, and expected deployment scenarios) to
support the combined user and training requirements. Using an iterative development
approach we developed a mock-up of the system that was used to incrementally refine the
requirements and how they were translated into design.

We adopted a “Dual Path R&D Strategy”. In the first pathway, we constructed a stable
prototype that can be used as a demonstrator of the basic concepts that were espoused in
the original CRISIS proposal and the development effort was geared towards the
deliverables as specified in the DOW. In the second pathway, we used it as a means to
experiment with new ideas that emerged from WP6 Research and other work packages.

D4.1 FDX Module Implementation, and
D4.2 CPX Module Implementation

Our new partner E-Semble brought with them an existing product called XVR. It is a 3D world
where avatars are controlled by human trainees who direct where they go and what they do
in the 3D world in response to an un-folding situation that is managed by the simulation
exercise controller or an instructor. XVR is heavily instructor driven where events evolve
primarily as the result of an instructor moving avatars and vehicles and revealing hidden
elements to change the state of a situation. Originally developed in a proprietary software
platform, during the course of the project, our partner E-Semble ported XVR across to the
Unity3D games engine.

XVR formed the basis for the FDX — the FielD eXercise module — that is intended to represent
the 3D world in which the critical incident or emergency occurs and in which the trainees
perceive the evolving situation, assess the situation, make decisions and direct the actions of
the avatars that represent them in the 3D world. In the CRISIS project, new functionality
was added to XVR in order to develop what is to become the FDX. Using a specially
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developed SDK, we made it possible to distinguish between efforts carried out by E-Semble
on developing and maintaining their product for their existing customer-base, and efforts
carried out by the CRISIS consortium to develop new capabilities through the research
efforts. These additional outcomes were reported in D4.1 FDX Module Implementation
report, and delivered as software.

In CRISIS, another module was developed to enable commanders or managers to participate
in the command and control decision making process at an emergency command post. This
is the CPX or Command Post eXercise module. It was developed as a ‘view’ into the evolving
crisis situation in the 3D world of the XVR. By doing this, technically, we ensure consistency
in the information being communicated by the 3D world to all users, regardless of whether
they were operating the FDX or the CPX. (NOTE: If inconsistent data is required as part of the
training scenario, this can be catered for separately by the instructors.)

Thus the Interactive Simulation Engine that runs the 3D world has two views: the FDX view
in which the first responder and supervisors engage with, and the CPX view in which the
silver or the airport emergency command staff, e.g. head of security, head of fire and rescue,
will be provided views of the scene via, for example CCTV feeds, and reports from field units
written up on a common “white board”, and decisions and actions written or recorded on
the system simulating a commander’s operations or decision log. The commanders /
managers will command the incident via voice or radio communications with the first
responder team leaders or the Bronze / on-scene commander. The CPX has been delivered
as software and reported in the D4.2 CPX Module Implementation report.

CRISIS software has been tested and deployed as a fully functioning laboratory prototype at
our End-User Partner organisations ISAVIA, ANA and BTP. Our technical partner E-Semble
had also incorporated CRISIS functionality into its commercial product, and that has recently
been sold to a new customer, the London Fire Brigade (see Fire & Rescue, 1 Dec 2013,
“London Fire Brigade to train with new simulation suites”).

Administrating

CRISIS Control Centre

Planning

XVR
Instructor
View XVR SDK

HET

Training

Manager FDX View

Comms

ObSEI'VEI' Event Portal

Reviewing Data

Storage

ARR

Figure 5 - Overview of the CRISIS system modules.
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FDX and CPX Architectural Overview

The CRISIS system architecture and layout is illustrated and briefly outlined in this section.
Figure 5 shows the components that make up the CRISIS system. They are integrated
though the Secure Integration Platform (SIP). The SIP connection has two channels: an
ActiveMQ broker for publish/subscribe messages, and a Restful service for
sending/retrieving data to/from the data store.

FDX: Key Functionality Created within CRISIS (Deliverable D4.1)
The software developed by the Consortium created the additional capabilities.

Exercise staff can start all CRISIS modules and processes to carry out scenario design, run a
scenario and train, to evaluate training, or in administrator mode. Multiple trainees, in
different roles, can move around in the virtual 3D environment, observe incident cues and
analyse the scene of incident. All trainee avatars are clothed dependant on their role e.g. if
the trainee is a Lisbon Airport fire fighter, then his avatar will be dressed in fire fighting gear
that is recognisable as a member of the Lisbon Airport fire service. Generic as well as
country and end-user specific vehicles, personnel and materials are shown in the virtual 3D
world, to support trainees’ sense of immersion. Approximately 65 of such 3D assets were
specifically developed in the CRISIS project.

Trainees and exercise staff (e.g. role players) can communicate with each other via the
Comms Module developed by the Consortium (Fig. 6). It is a voice-over-IP application that
provides capability for trainees to communicate with other trainees via voice while engaged
in the 3D world. The system currently simulates real-world radio communication via one
common radio channel using a ‘press-to-talk’ system. “Face-to-face” communication can
also be simulated based on proximity, but was not implemented due to resource
constraints. All communication within the CRISIS system is recorded and time-stamped so
that they can be retrieved for subsequent training performance evaluation purposes and can
also be linked to annotations made by the instructor in the Observer tool.

Figure 6. Trainee speaking with another avatar in the 3D-world, using the specially developed comms
module.

Another communications capability developed within WP6 Research but not implemented in
the FDX module is 3D sound within the 3D world. For example, if a truck with its engine
running is located to the right of an avatar in the 3D world, the sound of the truck’s engine in
the trainee’s headset would appear to come from the avatar’s right. This is an important
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ambient situational cue and is required in situations such as when going through rubble in
search of survivors (avatars) who may cry for help. Without 3D sound, it will be impossible to
use such real-world cues to make decisions about where rescue crews should be sent.

Instructors can build and change 3D virtual incidents to show a dynamic, evolving scenario
and show consequences of trainee actions. The 3D virtual incident can be changed
automatically based on time passed, trainee actions and/or positioning of objects (e.g.
trainee avatars) in the 3D world. These automatic injects are handled by the Planner and
Manager modules (see report D4.3 Simulation Design & Control Module implementation).
By automating these scenario changes, the exercise staff workload is greatly reduced.

CPX: Key Functionality Created within CRISIS (Deliverable D4.2)

View 3D virtual incident with applicable avatar (supported by FDX). Multiple trainees, in
different roles, can move around in the virtual 3D environment, see incident cues and
analyse the scene of incident (Fig. 7). It is also possible to view the 3D world via camera’s
(e.g. CCTV, heli cam or News channel feed). All trainee avatars are clothed dependant on
their role (e.g. in Lisbon Airport fire fighting gear). Both generic as well as country and end-
user specific vehicles, personnel, materials and incident objects are shown in the virtual 3D
world, to support trainee immersion. Trainees can view victim information and triage these
victims.

Figure 7. Trainee driving his virtual vehicle to the crash scene.

The scenario evolves over time, based on trainee actions (supported by FDX). The 3D virtual
incident can be changed both manually and automatically based on time passed, trainee
actions and/or positioning of objects (e.g. trainee avatars) in the 3D world. The automatic
injects are handled by the Planner and Manager modules (see report D4.3 Simulation Design
& Control Module implementation). By automating these scenario changes, the exercise
staff workload is greatly reduced. Manual injects are created by the exercise staff via the
XVR Facilitator interface.

Once a trainee (or role player) has entered a command post vehicle, his/her view is switched
to a screen showing a shared log, whiteboard, map and video feed (Figs. 8 and 9). All
trainees in this command post can write in the log and on the whiteboard and draw and
write on the map. They can select which video feed is shown. The CPX Module thereby
simulates together with the Comms Module all information sources generally available
within a mobile command post.
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CRISIS Control Centre, CCC is a standalone, central software module which manages starting
and stopping of all other CRISIS modules and processes during design, run, evaluate or
administrate mode. This application is developed to greatly ease up the start-up for end-
users.

Figure 8. 2D top-down view of the incident scene used as a map of the incident.
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Figure 9. Alternative 2-D map view of the incident scene, incorporating a log of actions and decisions,
drawing functions, shared whiteboard, CCTV views of the incident.

D7.2 SIP Tool-Chain and Runtime Implementation
The CRISIS SIP or Secure Integration Platform is the middleware through which all data and

processes of the interactive simulation system would be connected in a secured manner.
The CRISIS SIP architecture consists of four major components, which are now described.

Component 1: The SIP Eclipse-based Tool Chain

The CRISIS SIP tool-chain is a set of tools which CRISIS application software developers use at
development time for writing and/or generating their applications. The development and
modelling tool-chain is based on the Eclipse open source software development and
modelling environment.
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The Eclipse project was started by IBM in 2001 with the aim to develop a modular Java
based IDE for developing Java applications. Over the years, the project recognized the
importance of modelling technologies and put a simplified version of OMG Meta Object
Facility (MOF) into its core. The technology is known as Eclipse Modelling Framework (EMF).
Later several third parties developed additional plugins for model manipulation and, more
importantly for CRISIS, also for model-to-text transformation.

The SIP tool-chain is integrated into the Eclipse project as a set of plugins with their own
actions, which are accessible from inside a CRISIS specific submenu. Users of the CRISIS
middleware can model their own data messages formats or data format of persistent
records in the Eclipse IDE Ecore modeller, and - using the CRISIS tool-chain — automatically
generate as much code as possible of the target application from the model. It includes an
Eclipse plugin to generate XSD files directly from Ecore files using an Ecore-to-XSD generator,
which generates simpler code than Eclipse’s own plugin, in order to support effective
communications.

The CRISIS plugins set also provides a plugin for generating ActiveMQ-based SIP listeners and
producers to simplify the development of CRISIS application on top of SIP. Moreover, there
is also a REST-based Persistent Service generator for generating a full implementation of the
persistent state service, an experimental JMS/RDF Gateway generator that generates a Java-
based gateway application in-between JMS and RDF, and an Esper adapter generator.

Component 2: The SIP Messaging Middleware

The CRISIS messaging middleware is built on top of Apache ActiveMQ and uses the common
Java Message Service (JMS) API. Since the APl is limited and only supports sending of Java
objects, Java Strings or just plain byte arrays, we have developed a SIP layer on top of it to
simplify the sending of complex objects. The SIP layer also simplifies the use of the
ActiveMQ initialization API. As we need to support not only Java but also C#, the underlying
object representation is XML. The developed CRISIS Eclipse tool chain supports the
generation of custom listeners and producers of complex objects modelled within an Ecore-
based data model

Component 3: The SIP Request-reply Middleware: REST-based Persistent Service generator
The REST-based Persistent Service generator was developed for occasions where the
developer has specified a data model and wants to create a service that will store data
based on the model. The generator is able to generate a full implementation of the
persistent state service, which is based on specified data model, which uses the REST
principle, and which provides very fine-grained access to the data properties. The generator
itself is invoked by using the CRISIS > Generate REST Service action. However, the generator
requires that the model is annotated with its special annotation in order to generate the
service. The annotation provides some vital information for the service generation process

The CRISIS request-reply middleware uses the REST-based web services running on top of an
Oracle GlassFish application server. The request-reply middleware functionality is used
mainly for data persistency. Again, the user can model the desired data formats in an Eclipse
Ecore model and then use the CRISIS tool-chain functionality to generate a full REST-based
service. This service can then be deployed onto the GlassFish application server and used to
store the application data records in a GlassFish configured database. Currently the only
supported database server is PostgreSQL 9.x
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The Persistent Storage Service was developed in order to fulfil requirements of the CRISIS
system parts on saving various data from the system run. The JMS/RDF Backend Application
is a Java-based application that transform an RDF model that is sent as a message into some
JMS topic or queue, into a real RDF record in the Jena SDB database.

Component 4a Additional Tools: IMS/RDF Gateway generator

The JMS/RDF Gateway generator is an experimental generator that generates a Java-based
gateway application in-between CRISIS events and events in RDF. The purpose of such a
gateway is to be able to specify CRISIS events to be saved into an RDF database for a later
use from the semantic web.

This allows for example a trainer, over SPARQL queries embedded into XWIKI pages, to
check whether the actions of a specific responder are correct, which responders act
correctly and which not, and so on. Since the RDF backed would be shared with several such
gateways in the system, we have decided to write one general RDF backed that supports the
SDB database and uses JMS as a transport mechanism

The generated gateway application is basically responsible for receiving a specified event
from a specific JMS topic/queue, transforming the event into a set of RDF triplets (which
forms a so-called RDF model), and then sending the whole RDF model into a specified JMS
topic/queue. The general RDF backend application is connected to this topic/queue, picks up
the received RDF model, and saves it to its SDB database. More information about the
general RDF backend application can be found in section 5.3. The event type to be saved
needs to be annotated using the JMSToRDFGateway annotationbetween the gateways and
the RDF backend.

Component 4b Additional Tools: Esper Adapter generator

Esper is an open-source complex events processing engine. The Esper Adapter generator
developed as part of CRISIS simplifies the development of Esper processing applications. The
generator uses specific annotation information annotated to the Ecore model to generate a
Java application that subscribes to the source JMS topic/queue and filters received events
according to specified criteria using the Esper filtering engine. Events that pass successfully
thorough the filtering are then published into the target JMS topic/queue. The generator
also supports complex transformation of filtered events into events of a different event
type. The model annotation has the name EsperAdapter and, as the case for the other
annotations, it again supports several keys that drive the generation process

Component 4c Additional Tools: The Semantics XWiki

CRISIS also provides a user interface that enables users to manage and analyse the increased
amount of information set around over the SIP in the form of events. The Semantics XWiki
extension (based on the XWiki Open-Source Wiki tool platform) was developed during the
CRISIS project in order to semantically associate information in a semantic knowledge base
with events or to directly analyse events, in order to support trainers or to provide
information to trainees.

Component 4d Additional Tools: Runtime: Publish-subscribe middleware

The SIP publish-subscribe middleware is based on the Java Message Service (JMS) API. It is
using Apache ActiveMQ as its implementation. To ensure portability between various JMS
implementations we have developed a thin SIP specific layer built on top of common JMS
API. The SIP APl was specifically developed to fulfil the requirements of the CRISIS project
and is not a full JIMS APl implementation.
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Component 4e Additional Tools: Securing the CRISIS platform with OpenPMF

Security in CRISIS is implemented using ObjectSecurity's OpenPMF (Open Policy
Management Framework) product, which supports the definition, management of fine grain
security policies in complex distributed systems. OpenPMF is a framework for enterprise
wide access control. It enables a manager to protect information for confidentiality or
integrity reasons. Such access control methods enables the allowing or denying of specific
actions, e.g. remote invocation calls (e.g. in web services, REST, CORBA or so forth),
subscribing or publishing of information (in JMS/ActiveMQ) or any other action, at different
layers, including the application layer, and in a fine grained way. So, e.g. in CRISIS in a multi-
organisation training, we can define that trainers of the different organisations can only see
the training results of trainees of their own organisation, not of other organisations. And
that only a supervisor is allowed to modify training results.

OpenPMF is based on “Model Driven Security" (MDS) which allows a user or manager to
define security policies at a high level (e.g. "l want to protect this asset for confidentiality"),
and the system would then generate low level, machine enforceable security configurations,
e.g. access rules for different middleware. It also supports things like assessment of residual
risks. Being an "Enterprise" security tool, we can manage the security efficiently in large
scale by providing tools for policy definition and management, e.g. policy distribution and
updates. There is no longer a need to work with a large number of configuration files.
OpenPMF also support enterprise wide logging of security events, using a central console, as
well as supporting multiple trust domains and communications over domain boundaries.

In CRISIS, we implemented OpenPMF for security enforcement of ActiveMQ and for the
Glassfish Java application server, which is used for the implementation of the Persistent
Storage. The OpenPMF Development Plug-In automatically applies or “refines” generic
human understandable security models into the technically enforceable security rules
models, especially in terms of access control and information flow control, for a specific
environment, especially for software applications and their interactions. These technically
enforceable rules are then automatically deployed to the OpenPMF Runtime Policy
Repository. The Repository plays a central role in the OpenPMF Runtime Environment,
which feeds the technical security models (policy rules) to the connected Policy Enforcement
Points (PEPs). PEPs are runtime software entities that enforce the actual technical security
model (i.e. policy rules) on the target application entity (Web Service, EJB, Web server,
Database server, Firewall, Messaging Broker etc.).

In summary, OpenPMF automatically turns human-understandable, generic security policy
models into matching technically enforceable, IT environment-specific security rules models,
and enforces them across distributed PEPs.

The CRISIS SIP: Main Accomplishments
The main accomplishments achieved by this area of work are considered to be:

1. The leveraging of the Eclipse Modelling Framework and its associated tools to show
the power of model-driven development for non-traditional and task specific
systems such as CRISIS.

2. That model-driven security tools such as OpenPMF can be used to effectively secure
the CRISIS system.

3. The Semantics XWiki, an extension developed to semantically associate user
accessible documentation with different event types and then push this
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documentation for users down to the various part of the CRISIS system where users
are making operational decisions.

D7.3 Exercise Planning and Inject Module

The Exercise Planning and Inject Module provides support for exercise planning and plan
execution in the CRISIS training system. It is realised by three software components: (i) the
Planner, (ii) the XVR simulation platform, and (iii) the Manager.

The Planner component is an end user tool used for designing an exercise by specifying in
advance the temporal sequences of events and firing conditions for those events.

The XVR simulation platform is where the objects of the simulation environment — the 3D
world, avatars and props such as fire trucks, fires, crashed aeroplane — are spatially pre-
positioned and configured during the planning phase, and then presented by moving, hiding
and showing or changing their states during the simulation run-time.

The Manager component is the run-time counterpart of the Planner. It manages the
exercise plan and simultaneously monitors the exercise clock and the virtual environment
maintained by the XVR simulation platform to determine whether conditions for firing
events have been satisfied, in which case it initiates the corresponding changes in the virtual
environment.
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Figure 10: The Planner and XVR during exercise design. The Planner tool sets out the temporal
sequences (foreground, with timelines. Bands (coloured rows) can be used to partition or organise the
situation by events making it possible to activate or de-activate collective sets of activities. The XVR
exercise design mode allows the instructor to spatially lay out in the 3D world where avatars and assets
such as vehicles as well as effects such as explosions and larger fires, can be located, and hidden or
showed, and trigger zones created.
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Figure 11: Planning process using the XVR and Planner graphical user interfaces. Sequence explained
below.

A Simple Planning Example
A straightforward planning example might involve the following steps (see Figure 11).

1.

The user creates an item or group of items in XVR. In this example, there is a group
named “FiretruckA”, which consists of a water tender vehicle, a crew manager, four
fire fighters and a BA Officer. Initially, all personnel are inside the vehicle. This
situation is represented by the Seated state.

The members of the “FiretruckA” group are listed in the left pane of the XVR.

The user can now add an inject that makes the fire crew exit the vehicle. To do this,
the user move to the Planner Application and selects the New Inject command,
which brings up a dialog to select the type of inject to create (Fig. 12). The user
selects the Change State inject type, which brings up a wizard for configuring the
inject.

Using the wizard, the user specifies a name for the inject, select the group to which
the state change should apply (in this case “FiretruckA”) and the state that should be
the new state (in this example, the Exit state). The user also specifies the triggering
conditions which mandate the firing of this inject. In this example, the triggering of
the inject will depend on another inject, namely the “Watertender drives into
scene”. No delay has been specified, which means that the crew will exit the water
tender immediately after that the water tender has arrived to the scene.

The new inject appears on the timeline of the plan. At this point, there are two
injects in the plan. The first inject causes the group to move into location. The new
inject depends on that inject and has been configured to occur immediately after
the fire truck’s arriving on the scene. The checkboxes control the blocking
parameter.
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Figure 12: Trigger parameters of an inject.

An instructor can create a plan for events to be triggered or to occur automatically, or
manually by activating injects. Firing conditions can be deterministic and probabilistic.
Deterministic conditions prescribe under what precise conditions an event will be initiated —
for example at a specific time point or a fixed delay after another event is fired. Probabilistic
conditions are introduced to allow the same plan to be reused in multiple exercises but with
variable outcomes and consequences. For example, a particular event may occur at a
specific time point with a probability of 0.7, or the delay between a root event and its
consequential event may be variable over a specified interval. Consecutive runs of the same
plan will then lead to different outcomes based on the instantiation of random variables
using a random number generator. This is an application of the Variable Uncertainty
Framework VUF developed by the consortium.

Exercise plans specify the conditions under which individual assets or groups of assets
change state or location. All assets states are defined in XVR and in principle the instructor
may carry out all state changes manually using the XVR user interface. However, the
introduction of the Planner and the Manager enables us to automate this work to decrease
instructor workload, support reuse and repeatability by allowing plans to be saved and used
again, and increase variability by allowing probabilistic conditions that will provide different
outcomes in consecutive runs of the exercise.

D7.4 After Action Review Module

The After Action Review Module provides support for exercise evaluation in the CRISIS
training system. It is realised by the Evaluator components that retrieves data about actions
carried out by the trainee, communications made, and observations made by instructors,
during an exercise, stored through the Secure Integration Platform, and presented to an
instructor or analyst using multiple coordinated views display (Fig. 13). Unlike the present,
exercise debriefing also known as the ‘after action review’, can be carried out immediately
after the training exercise is completed using the CRISIS After Action Review module.
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Figure 13: The Evaluator and its external interfaces to other modules.

With multiple coordinated views, the instructor can explore the data set, sort and filter the
data, review data items and make annotations in order to assess how well a trainee
performed, and how well the overall exercise went. Flagged situations are a particular type
of data that allow the user to restore saved states of the virtual world. The evaluator realises
this function in close cooperation with the XVR simulation platform.

During an exercise, data is generated in the virtual training environment, distributed through
the XVR Event Portal and stored in the persistent storage of the SIP. The Evaluator retrieves
those data and reconstructs a model of the exercise and presents this model to the trainees
and the instructor to be explored during the AAR. The Evaluator is mainly a stand-alone tool
with multiple views for various types of data, but it needs to access the XVR simulation
platform if the exercise data set includes bookmarks of flagged states, because such states
must be restored and explored in XVR.

The AAR module is also connected to the DSKM — the Decision Support and Knowledge
Management module — through the SIP. The DSKM is an attempt to provide an automated
analytics capability to speed up the trainee assessment process by finding meaningful
patterns in the performance data using a combination of knowledge management
ontologies and complex events processing technologies.

The AAR module automatically records all voice communications carried out through the
systems inter-com system.
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Figure 14: Example of the general filter function available in all text-based views.
Clicking on the column header displays the filter configuration menu, where the
user can select which values to include in the result set.

Text-based views support keyword search in all fields. Applying search to time fields also
provides basic temporal filtering (Fig. 14). Communication data can be annotated to provide
a textual representation of the contents. The module supports temporal navigation in the
data set. The data from the exercise may be presented in a number of different ways to
support after action review analysis and facilitate discussion.

The Map View.

The purpose of the Map View is to present an overview of the exercise area and the location
of the different assets in that area (Fig. 15). This view provides a 2D representation of the
virtual world as a complement to the 3D representation presented by XVR. The Map View is
time aware in that it responds to the setting of the current time by displaying the locations
of assets at that time point.
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Figure 15. The Map View provides a two dimensional overview of the virtual world.
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Time line View.

The Timeline View shows an overview of the events recorded in the exercise using a bubble
view (Fig. 16). The view is dynamic and can be resized to display events in the interval
selected. Each bubble corresponds to an event and the type of event and the time stamp are
included in the bubble. Clicking on the bubble will display more detailed information about
the event. Attachments are indicated by the paper-clip icon — for example an image
attached to an observation report or an audio sequence corresponding to a communication
event.
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Figure 16: The Timeline View presents a time-ordered overview of the events in the exercise. This
example includes observation events, communication events and flags.
Flags View.
Flags represent states of the world saved and bookmarked during an exercise. Some flags
have been pre-defined during the planning of the exercise, whereas others have been
introduced by an instructor during the exercise. Both types of flags appear in the Flag View
(Fig. 17), but pre-planned flags carry some extra information in the Description field
provided by the instructor who planned the flag. Selecting a flag and pressing the load
button loads the bookmarked state in the XVR simulation platform.
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Communications View.

The Communications View displays a list of all communication events (Fig. 18. The user can
sort and search this list and listen to the recorded communication of a selected data item.
After listening, the user may attach an interpretation to the data item in the form of a
complete transcription, a summary, or a few keywords.
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Figure 18: The Communications View lists the communication events occurring in the exercise.

Analysing the meaning and impact of a communication event requires information about the
situation in which the transmission occurred. Methods and tools for communication analysis
therefore have to preserve contextual information, manage large amounts of data, provide
access to original data, and support navigation, filtering, and annotations. The
Communications View displays the communication sequences that took place in the
exercise.

Observations View.

Observations are short text reports provided by instructors or observers during an exercise.
They provide a means of adding to the exercise data set remarks or questions that could
contribute to the evaluation of an exercise. Figure 19 shows a screenshot from the
Observations View. The Observations View displays a list of all observation reports events.
The user can sort and search this list and review the details of a selected observation report.
Observation reports can also have attachments. In principle, attachments can be anything
digital that the observer can collect. In the current version, photographs are the only
supported type of attachment.
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Figure 19: The Observation View presents observer reports that have been submitted by observers.
Attachments can be added to text reports.

Casualty Management View.

The purpose of the Casualty Management View is to provide an insight into the casualty
management process. This process is distributed over space from the incident scene,
through various casualty handling points set up by the responders, via the logistics required
to transport patients, and to the hospitals. The process covers triage activities documented
in triage classifications of individual victims to tallies of casualties at various locations. Figure
20 shows how the Triage View displays an overview of the number of casualties and their
triage classification at various symbolic locations at a particular time point. In this figure, the
locations are assumed to form nodes in a flow of casualties from the incident area to
hospitals. The coloured bars represent casualties with different triage classifications. As
would be expected, red and yellow patients are being rushed to hospitals, while green
patients have to wait at the casualty assembly point.
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Figure 20: The Casualty Management View (Triage) presents the number of
victims and their triage tags over time. Victims flow from left to right in the view —
from the accident scene (AS), to the casualty assembly point (CAS) and to hospital
(HOS).

29



Ve Vel sl ed ol CRISIS FP7-242474
wra i1
SN T T T

The Observer Tool

The Observer Tool module was designed for instructors or trainers to observe trainee
performance during the exercise. The system was designed to run on a tablet or iPad-type
computer or smartphone. Using WiFi connection, this allows observers to remain mobile
since they are likely to be freely moving around the training room. The observer application
has three main functions: to allow observers to make a general comment or comment about
a specific trainee, to take a photo and to annotate the photo, and provide a means for
instructors to efficiently make observations and assessments about trainee competencies.
These competencies can be graded as being either good or poor. These observations are
then imported into the Evaluator system to be used during after action review.

Competencies are different from text and photo observations in that they mark how well a
trainee performs based on a set of criteria. The criteria, also known as behaviours or
behavioural markers, are specified in the workgroup manager and are categorised based on
the competency (or training gap) that they relate to. When the user accesses this page they
are presented with the list of the behaviours. For each entry, they can specify whether the
trainee has shown good performance or poor performance. These results are stored in the
persistent storage and are can be assessed during after action review.

D7.5 Decision Support and Knowledge Management Module

The DSKM or Decision Support and Knowledge Management Module is intended to support
exercise managers and instructors during and after the exercise. It helps them to maintain
an overview of how the exercise unfolds, and see how resources are utilized and how in
real-time the trainees perform their assigned tasks as the situation evolves. The DSKM also
allows the instructors to flag or bookmark a time-stamped snapshot of the current state of
the CRISIS-XVR simulator and supporting modules for replay and debriefing during After-
Action Review or AAR.

During the exercise, the DSKM receives as input a continuous stream of events generated by
the CRISIS-XVR simulation system. The events encode information, such as trainee
movements, resource locations and movement, for example, movement of ambulances and
personnel; items create, for example, that an area has been designated as the casualty
assembly point; areas entered, and casualties being triaged. The DSKM filters, combines, and
then refines this information on the basis of previously stored information and ontological
background knowledge represented as Topic Maps.

At the final output stage, the DSKM presents several dynamically-updated visualizations
containing aggregated statistics, which help the user in forming and maintaining an overview
of the exercise. In addition, the DSKM provides data for AAR by storing its state when an
instructor initiates a flag request. The stored DSKM state is mediated in an internal flag
request, which is subsequently extended with CRISIS-XVR data and stored in persistent store
for later access and use for debriefing by the AAR module.

The CRISIS DSKM Technology

The CRISIS DSKM comprises three main sub-modules that combines Topic Maps technology
in a way that informs a Complex Events Processing (CEP) component to analyse identify
meaningful patterns in the stream of event data. These components are: (1) A central
knowledge base for decision support and knowledge management, consisting of a Topic
Maps system using an ontology of possible and planned events that can occur during the
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exercise, extended with inference results generated by the DSKM; (2) A real-time module
running a network of Esper-algorithms carrying out filtering and aggregation of event
streams that originate from simulator events and trainee actions during the CRISIS exercise;
and (3) The knowledge-based reasoning module running Drools Expert, a forward-chaining
rule engine based on the Rete algorithm that pattern match on the properties of the
streaming data and if the preconditions are met fire the corresponding action-part of the
rules to identify patterns of behaviours.

The interface between the central knowledge base and the other two modules is
implemented in TMAPI. This interface allows for both reading and modification of the
central topic map. In addition to this intelligent core, the DSKM also hosts a Swing-based
touch-screen GUI or graphical user interface. The DSKM utilizes a number of libraries, such
as Ontopia for managing topic map data; TMAPI for seamless access to ontological and other
forms of background knowledge; Drools for rule-based inference; Esper for real-time
filtering of information streams; Log4) for handling textual communication with the user;
and JFreeChart for plotting aggregated data.

The knowledge-management approach applied in the DSKM focuses on user-friendly
querying of the above-mentioned knowledge base including inference results, using natural-
language questions among other methods. In addition to this, the DSKM has an output sub-
module consisting of a touch screen graphical user interface.

Complex Events Processing in CRISIS

The received input events are translated and connected as occurrences (facts) into the body
of ontological background knowledge that is maintained in the form of a topic map. These
facts, together with derived knowledge will serve as a basis for question answering, which
allows the user to get insight into details such as which trainee did what when. As a
complement to this, the Complex Event Processing module (CEP) in DSKM presents
aggregated statistics and higher-level knowledge that can be derived from the basic facts.

CEP is especially useful for high-performance correlation, aggregation and filtering of events,
based on simple event attributes like position or specific actions. CEP is, however, not very
well suited for higher-level semantic analysis of events. For this purpose, CEP can be
combined with rule-based reasoning and ontological background knowledge, which
describes how the world is structured and how things work.

The basic occurrences (facts) are fed through event-type-specific channels into the real-time
complex event processing module, implemented using Esper, a Java-based library for
complex event processing (see http://esper.codehaus.org/). The facts are filtered,
aggregated into more complex data, and refined using ontological background knowledge.
The output is fed through data-type-specific output channels, each output channel feeding
one chart or plot in the DSKM GUI. The individual charts and plots in the GUI subscribe to
changes in the respective output channels, and therefore get automatically updated when
new information is published in these channels.

The DSKM GUI

Other forms of widgets that populate the GUI include a timeline, which displays the elapsed
actively-used training time; that is, training time excluding possible pauses for short
intermediary debriefing during the exercise. The timeline is implemented as a swing JSlider,
which subscribes to updates of the DskmTime class, more specifically to updates of the
training time in this class; training time is derived from events received from CRISIS-XVR via
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the SIP. The exercise timeline is interactive, which means that the user can drag the timeline
handle either backwards to replay previous data plots, or forwards to forecast a probable
development of the exercise.

The user is offered two buttons, one above the timeline, called ‘Flag now’ and another on
the top of the touch screen called ‘New note’. By design, both these buttons implement the
same action, namely to create a new assessment item that is also time stamped and
bookmarked with a flag, which means, among other things that a FlagRequest event is
published in the SIP. The newly created assessment item is categorized according to the
user’s choice, to be one of Fire fighting and securing scene, primary triage, medical
treatment, transportation, communication, command and control, and finally, rescue
management. The flagged assessment item that the user has created can be graded on a
scale. The DSKM sums up and keeps track of the individual assessment item grades. The
total sum is updated dynamically and displayed in the top right corner of the screen.

The top half of the DSKM screen hosts a number of horizontally scrollable charts and data
plots. These provide the user with a quick overview of the exercise, by displaying
summarized information and aggregated statistics of, for example, how resources are
utilized across the crisis scene, the casualty flow from the scene to the hospitals,
preventable complication and deaths, and trainee movement patterns.

The DSKM: Question Answering based on Topic Maps

The central knowledge base for the decision support and knowledge management module
consists of a Topic Map system as defined in ISO/IEC 13250. The semantic event log Topic
Map follows an ontology developed for supporting the use cases selected for the CRISIS
project.

The Topic Map can be viewed as consisting of different sections. First, the static elements of
a specific exercise as determined by a fully authored and runnable exercise plan. This is the
information about the virtual-reality world and the planned events, before the exercise
takes place. Second, the information directly derived from the events generated during a
scenario run. Third, the additional information derived by the decision support routines
processing the already existing information. The whole event log Topic Map is available for
formal and natural-language queries through a graphical user interface.

As the DSKM is integrated into the full CRISIS system, an input abstraction layer tackles the
transformation from a real-time on-the-wire event representation into high-level events.
This transformation involves more than simple data format changes. For some event types
there is an inherent impedance mismatch between the low-level and high-level versions. For
example, avatar locations may be received as virtual-environment world coordinates, while
the high-level events deal with an interpretation of coordinate sectors as discrete locations.
This mismatch has to be bridged through complex event processing, by generating the high-
level events from a collection of incoming streams containing lower-level events.

The layout of high-level events in Topic Maps format allows us to use a close mapping
between the association concept in Topic Maps and sentence structure to support
answering questions in natural language using the topic map as a knowledge base. This is
intended as a user-friendly interface to complement the basic full-text search of the exercise
log. For example, suppose that during the preparation of the after action review session, it is
necessary to find out who triaged a specific victim during the exercise. The system allows the
user to ask the English question “Which triager assessed victim25?” and get a graphical
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representation as explanation. Besides showing the relevant first responders in a graph, the
user interface can also expose when each triage action took place. The reviewer can also
browse the semantic logs to investigate hypotheses, such as whether the victim's condition
actually changed over time, or whether a mistake was made and if this might be related to
the stress level of the trainee making the triage.

D8.1 CRISIS MANAGEMENT TRAINING WITH CRISIS REPORT: THE CRISIS TRAINING
METHOD

Training critical incident managers in CRISIS focuses around the principles of competency-
and performance- based training. These principles ensure that:

® Training leads to in-depth understanding of the systems, tasks and teams,

e Skills are applicable in a wide variety of situations under a wide variety of conditions,
i.e. good ‘transfer of training’,

e Knowledge and skills are lasting, i.e. high ‘retention levels’,

® Training is (cost) efficient

A comprehensive training design approach has been provided to develop training plans that
enable competency based training for crisis management team members. The core of this
approach is based on the 4C/ID model, which can be applied to simulated, live, or mixed
environments. The training approach is then designed with a focus on the 12 Training Gaps.

12 Training Gaps

From a study of the training requirements involving 23 operational experts in 2011 (reported
in D2.1), we identified a number of training deficiencies, or areas of competency where
“much more training” was required. We referred to these deficiencies as ‘training gaps’.
These training gaps represent the difference between what the operational experts
considered were important and necessary to train in re-currency programmes, and what
could be trained effectively using the tools and methods available. The CRISIS critical
incident management training programme focused on these training gaps. The list below
categorises the 12 Training Gaps according to whether they represent critical operation
skills, non-technical skills and personal competencies.

(A) Critical Operational Skills

1. Assess alert

2. Categorise crisis

3. Assess risk

4, Formulate handling strategy

(B) Non-Technical Skills

5. Communicate

6. Leadership

7. Recognise strengths and weaknesses
8. Take control

9. Decision making

10. Prioritise information

(C) Personal Competencies

11. Familiarise with procedures
12. Resist pressure
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Supporting Training Objectives from Planning to After Action Review

Within the CRISIS system prototype, we have also created functionality to assign sets of
training scenarios and sub-scenarios to the competency to be trained. This presents the
trainer with a library of scenarios that have been designed to train specific competencies. In
addition, this functionality is integrated with the Observer Tool. If a training objective is, for
example, ‘Leadership’, then the system will provide access to the Leadership descriptors and
behavioural markers to support real-time observation and assessment of the trainee by the
instructors, as well as the capability to make annotations about the trainees’ performance at
that specific time and context. This functionality helps ensure that training is targeted and
consistent from the setting of training objectives, to design and selection of training
scenarios, to real-time assessment of performance, through to performance evaluation
during the after action review.

The Crisis Multi-Level Training Approach

The CRISIS training approach supports development of a full-concept training programme
for co-ordinators and commanders and includes co-ordination training for on-scene team
leaders. The training is for all levels of crisis management and for all professions involved,
from medics to police, from security to information managers, and ranging from individual
training to intra-team training and inter-team training. Crisis management training targets
the 12 Training Gaps at three levels:

e  Multiple level training - This represents training inter-team aspects of crisis
management, where a large number of participants are involved in a whole task
(virtual or live) environment from different levels of the crisis management
organisation (e.g. first responder coordinators and commanders).

e Single level training - A single level of the crisis management organisation is trained
on their roles and responsibilities for a major incident. The other levels of the
organisation and aspects of the incident environment are included as either actors,
or constructive entities.

® Individual training - Training in the crisis management role for an individual,
independent of other members of the crisis management team

CRISIS Scenario Design

Models for designing and developing training programmes such as 4C/ID do not go into
detail on how specific scenarios should work out, except stating that sufficient realism and a
rich context should be provided and hence operational experts need to be consulted to work
out training scenarios. The CRISIS scenario design method combines (i) three factors —
Relevance, Challenge, and Internal Consistency — together with (ii) the SPURS, and (iii) the
VUF or Variable Uncertainty Framework into its methodology. Relevance pushes trainees
past traditional thinking boundaries so that they should begin to recognise tasks that require
attention. Internal consistent training scenarios should be possible to ensure realism in the
line of events. Internal consistency also requires accurate information.

Real-world crisis events are never pre-scripted and unexpected events may occur at any
time. This uncertainty can generate levels of anxiety about the incident among the trainees
that can have either positive or negative consequences on their decision-making
performance. Scenarios should also contain elements of surprise to challenge thinking as
this allows trainees to perceive situations in different ways.
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A

Design Factor A startle reaction can be created by including one or more of the following:

1 Real-world research * Prioritize information — information should conflict with existing cues
* Formulate handling strategy — Information should change meaning over a period of time
* Communicate information — Important information should be missing

2 Environmental ¢ Content must provide a degree of anticipation/uncertainty
design * Engagement must be prolonged so the trainee remains attentive
* Problem solving should not be too difficult to avoid trainee frustration
* Provide alternative possibilities to problem solving that can be evaluated
* Both desirable and undesirable outcomes should be achieved

3 Create vulnerability ¢ Invaluable information must be temporarily or permanently irretrievable (e.g. burned in a fire).
* Scripting variations
* Stage a series of false alarms

4  Camera angles Unexpected events should occur in
* Wide-open spaces
* Narrow confined spaces

5  Proximity * People or objects should intrude into the trainee’s personal space
* Unexpected events should occur outside of the trainee’s peripheral vision
* Incorporate unexpected events that are both distant, and close to the trainee’s location

6  Obscurity and * Should change their meaning at some point
everyday objects * Trainee tools and everyday objects can behave in unexpected ways
« Partially or fully block the view of items and/or locations

7  Sound effects * Implement sudden noises (bangs, shouts etc.) related to the present task, or just random

8  Synchronization * The above effects can be synchronized with each other to increase complexity

Table 1. Scenario design factors to initiate startle using the SPURS framework

SPURS Scenario Planning for Unexpected events, Response, and Startle is a framework
developed within the project for planning, developing and configuring situations in a manner
that would generate surprise and startle (Table 1). Based on a review of how horror and
suspense movies create anxiety, surprise and startle. We have been guided by SPURS in how
we use sound effects such as sudden noise to create fright or startle, or obscuring objects to
create confusion, or setting off false alarms to create a sense of vulnerability. Then by
synchronising vents with each other we can increase complexity or a sudden sense of
overwhelming pressure during the decision making process.

Scenario planning based on principles of competency- and principle-based training focused
on the 12 Training Gap, together with SPURS, provide a method for developing relevant and
interesting scenarios. By incorporating the Variable Uncertainty Framework (its
implementation in the Planner and in the XVR has been described earlier), we form another
set of dimensions that an instructor can control to create un-expectedness and variation in
the combination of scenario elements. Each situational element can be designed in terms of
SPURS and controlled via the VUF (Planner and XVR) to time when and where these
elements appear. By controlling this variability, the same situational elements can be re-
used to make the scenario variations significant enough to enable re-playability.

Figure 21 is a flow-chart of a scenario developed for one of our end-user partners for a
smaller-scale, part-task training that incorporates the various scenario design elements.
Then to each node, variability and uncertainty can be incorporated, as is done using the
timeline Planner Tool and the XVR Tool for spatial placement within the 3D world.
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Figure 21. Flow chart of scenario developed a small, part-task training situation: Car crashed into train at
railway crossing.

D8.1 CRISIS MANAGEMENT TRAINING WITH CRISIS REPORT: EVALUATION

The purpose of the evaluation was to determine whether CRISIS, as a 3D immersive training
system, could be used to effectively train professionals involved in critical incident
management.

A considerable part of this goal can be achieved by performing a regular Kirkpatrick training
evaluation on a number of exercises at end-users sites. Such training evaluations are
directed towards pragmatic value (Is training operationally effective? What should be
improved?). For more scientific rigor, the training would need to be compared to an
alternative situation (no training or standard training). Such an experimental setup would
also require multiple measurements to compare the learning curves over time and to
measure a transfer of training to new, untrained situations. This is extremely difficult given
limited number of operational people and consequently a lack of availability of operational
personnel, restrictions in time (generating learning curves takes time), liability issues (what if
the experimental training leads to negative transfer?), organizational change. The baseline
evaluation for the CRISIS System therefore is a standard Kirkpatrick level 1 and 2 evaluation.
Where possible, attempts have been made to go beyond those levels.

Training effectiveness may be hampered when the training system is difficult to use.
Usability issues may even be the prime cause for completely ineffective training. Usability

analysis therefore is a core part of the CRISIS system evaluation.

Evaluation in projects such as this is to establish insight about system development progress
from an operational point of view. After their hands-on experience, end-users are able to
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indicate which elements and functionalities of the CRISIS system prototype have been
missed (not worked out) or do not function as intended. This operational perspective is
important as it focuses on the most urgent, useful aspects and therefore prioritises future
developments.

The methods used in the evaluation of the CRISIS system as a training platform are
summarised below:

1. Training Software Experiences Questionnaire (TSEQ) (Wong, Passmore & Barnett,
2013). The TSEQ was developed for use at BTP that asked about trainees’
experiences with HYDRA (a commercial incident management training system
currently in use at the BTP) and XVR, and CRISIS and XVR, and was completed after
the training session had ended. Example questions explored whether the 3D view of
the scene changed their assessment of the situation; and in what ways the 3D view
helped them construct what was happening in the scenario.

2. Non-Technical Skills Behavioural Markers (NOTECHS) (Flin, Martin, Goeters,
Hormann, Amalberti, Valot & Nijhuis, 2003). NOTECHS was originally developed to
investigate pilots’ non-technical skills, and contains four different categories — Co-
operation, Leadership and Managerial Skills, Situation Awareness, Decision-Making.
Each of the categories can be further divided into Elements and Behavioural
Markers (BMs). BMs are described as showing examples of effective and ineffective
behaviours, which, when analysed, provide information about training gaps. The
behaviours were adapted based on the competencies identified earlier (D2.2) and
on existing evaluation methods applied at ANA. The CRISIS markers were developed
and reviewed together with the CRISIS end-users (ANA, BTP, ISAVIA), and
assessment of the behavioural markers was carried out during the exercise by the
observers and instructor(s) using the CRISIS Observer tool.

3. Physiological Monitoring (Pyd). BTP officers volunteered to wear a physiological
monitoring device that was worn under clothing and throughout their participation
in the training sessions. The Pyd measured and recorded physiological data such as
heart rate, breathing rate, and skin temperature. This was used to identify and
assess changes in trainees’ physiology, and was used to assess whether the CRISIS
system was as stressful when compared with similar operational situations. In
addition, the Physiological Monitoring Questionnaire (Smith & Adderley, 2013) was
administered to collect other contextual information.

4. Training Assessment Forms. Using a 5-point Likert scale, trainees were also asked to
rate their overall satisfaction for factors relating to each of the following three
categories — ‘Exercise organisation and facilities’; ‘Delivery of the training by the
instructor’; and ‘Application of the system for training’. Trainees were also
encouraged to provide suggestions as to how CRISIS/XVR and the training could be
improved, in addition to their opinions on the current training session.

5. System Usability Scale (Brooke, 1996). Participants were asked to complete the SUS
questionnaire to assess system usability. Participants were asked to grade the
system on a number of factors based on 5-point Likert scale. Questions include, ‘I
think | would use this system frequently’, ‘1 found the system unnecessarily
complex’, and, ‘l found the various functions in this system were well integrated’.
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6. Mechanics of Collaboration (Pinelle & Gutwin, 2008). The measurement explores
basic teamwork operations, and is used to discover usability problems with users’
actions and interactions when completing shared tasks. The two main categories are
Communication and Co-ordination. Communication consists of Explicit
Communication (e.g. spoken and written messages), and Information Gathering (e.g.
Basic Awareness). Co-ordination consists of Shared Access (e.g. obtaining a resource,
and protecting work), and Transfer (synchronous and asynchronous transfer). The
activities used for this research explored: explicit communication; consequential
communication; co-ordination and organization of actions; monitoring in the
workspace; assisting another; and protecting own work against actions of others.

7. Retention Questionnaire (Shepherd, 2013a). The RQ was developed to investigate
the extent to which trainees were able to transfer the knowledge they gained from
an initial training session to a subsequent training session. In order to determine the
level of transfer of knowledge and/or skill that had occurred, trainees were asked
before the second training session to provide base-level information about what
they had learnt from a previous training session.

The Evaluation Results

The results in relation to the claims made in the original project proposal are briefly
reported below:

E1. CRISIS training can be used for individual training The CRISIS System does not yet
support a training session for an individual without being facilitated by role players an
instructor and exercise staff. However, although the training tests focus on single-level
training, individual training can be undertaken with limited support, because positions taken
by trainees could be undertaken by role players.

E2. CRISIS training can be used for single command level training The results support the
claim that single level training can be provided through the CRISIS system.

E3. CRISIS training can be used for multiple level training. The ISAVIA training illustrates
that a two-level training (on-scene and EOC) is possible using the CRISIS System.

E4. A sequence of CRISIS training leads to a positive learning curve on competencies (for
readiness training or refresher training). Due to constraints in testing possibilities, only one
training session was executed at ISAVIA and ANA. While participants were positive on the
trainability of the selected competencies (training objectives), no learning curve could be
obtained on the basis of one training session.

E5. A sequence of CRISIS training leads to high retention (longer period in which the
proficiency level of the competency is sufficient). Retention of information was shown to
occur over a short period of time.

E6. A sequence of CRISIS training leads to positive transfer (to other situations than trained
for). Further research with different types of scenarios is needed before this statement can
be fully confirmed.

E7. Trainees and instructors can be familiarized to CRISIS system in a short period of time
(half a day). Evaluations conducted suggest that both trainees and instructors were able to
grasp the basics of the system (e.g. creating scenarios, learning to use the keyboard
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commands) in a matter of hours. Additionally, trainees and instructors needed few
reminders when subsequent training sessions took place, probably because of the deep level
of involvement they reported when training with the scenario.

E8. Trainees will be positiveabout the training value of CRISIS. Training systems such as
Hydra presents situations using video, pictures and narratives and then asks trainees to
discuss their plans. However, theydo not provide key aspects to critical incident training such
as the ability to walk around the scene, and the opportunity for after action review based on
every action and communication that arerecorded during the session. CRISIS participants
reported that they were impressed with the system, found it useful and thought it created
realistic soundscapes (3D sound), scenarios and communication styles, and welcomed the
ability to add variability to the scenarios as the exercise progressed. Participants also
commented that the opportunity of an on-screen, all-digital after action review was
particularly helpful.

E9. Instructors will be positive on the training value of CRISIS. Results from the adaptation
of the NOTECHS Behavioural Marker System (Flin et al., 2003) suggested that the instructors
were positive about the training value trainees would receive from using CRISIS.

E10. Trainees will have no difficulty in using CRISIS. Feedback obtained from interviews
showed a universally positive reaction towards CRISIS. Participants also explained that CRISIS
could be useful for retaining skills, used as a ‘warm-up’ before real-life exercises, and
training from remote, distributed locations. However, they explained that they would need
assistance in starting the system, but not during use. ISAVIA participants explained that the
integration of XVR and ISEE integration was unsuccessful, as it was difficult to understand
the flow between them.

E11. Instructors will have no difficulty in using CRISIS. Instructors provided positive
feedback with regards to training with CRISIS, particularly with regards to the fact that if a
trainee does not respond to an event in the scenario, the appropriate consequences will
occur. This was confirmed when the physiological data displayed a participants’ autonomic
arousal changed as a function of the appearance of an unexpected event.

E12. Trainees experience sufficient realism during the scenarios. The end user feedback
showed that they felt their scenarios were realistic but, more importantly, added realism to
the learning experience. (42). The BTP end user scenario was comprised of two part-tasks
(4C/ID model; Van Merrienboer, 1997) where highly complex skills could be learned
efficiently in order to acquire competency in them. Participants also reported experiencing a
level of pressure they would normally only experience during real-world crises, particularly
the startle responses to the unexpected event injects.

E13. Developed support tools enhance the usability of the CRISIS training system for the
instructor: Exercise Planner & Inject, Observer, DSKM, AAR and Evaluator. The exercise
planner, inject, and observer tools were clearly appreciated and relieved the work of the
instructor while enabling new ways of observing and adapting the training to ensure training
objectives can be met. DSKM module was considered promising, but was not yet sufficiently
mature for operational use. The AAR and evaluator was used in a limited way, but its great
potential was recognized.
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Discussion: The Evaluation Results in Relation to Theoretical Context Training
concept and strategies

The training concept and strategy for this research was based on the core principles of
competency- and performance-based training (Van Merrienboer & Kirschner, 2012; ICAO,
2011). Results obtained suggest that three of the four training goals have been addressed.
First, both trainees and instructors were able to gain an understanding of the systems, tasks,
and teams. Some technical issues did arise but these were addressed quickly, and new and
simpler methods of system interactions were devised. Seconbd, participants also
demonstrated short-term retention of knowledge and skills. Both concepts complement the
other — the less time to learn a system suggests more time that can be dedicated to learning.
Third, the application of the VUF (Field et al., 2011) provides an invaluable framework that
ensures trainees may not experience the same training scenario twice, but at the same time,
scenarios can also be tailored to address specific training needs. This confirms the third goal
can be achieved: training is (cost) efficient (responding to the actual needs of the trainee
and organization). Fourth, skills are applicable in a wide variety of situations under a wide
variety of conditions — is not out of reach for CRISIS, but further research is needed to
address the additional possibilities of what the system was originally intended for (Airport in
a Box). However, the VUF and XVR have provided a step in the right correction.

Training design

The 4C/ID model (Van Merrienboer, 1997) was used to design competency- oriented training
scenarios, where the scenarios for our airport end-users ANA and ISAVIA were whole-task,
and police end-user BTP was to some extent, a part-task setup. The model is ideal for when
adaptive and competency-based training is needed within an organization. The two
measures addressed by the 4C/ID model provided a sound basis for CRISIS training. First, the
use of the VUF to design high and low complexity scenarios allowed, to an extent, trainees
to ‘prepare for the unexpected’, and forcing them to adapt their decision-making to the
changes in the environment. This variability prevents trainees from adapting to a familiar
routine and developing routine skills via automatic processing. Second, the part-tasks
created for BTP allowed ‘emphasis manipulation’, where trainees could focus on, and train
for a limited number of competencies and receive debriefings for them.

Beyond conventional training evaluation

Access was given by ISAVIA to a team of CRISIS researchers to investigate various aspects of
emergency personnel performance at the full- scale airport emergency exercise held at
Keflavik International Airport on the 5th of May 2012, which enabled an entirely new form
of transfer study to be piloted (Shepherd, 2013b). In conventional transfer of training
studies, a pre-test is given to trainees before they attend a training intervention. Some time
after the training intervention, trainees attend an evaluation event at which a post-test
identifies the extent to which the trainees are able to transfer their previously acquired
knowledge and/or skills to situations that vary in some specific ways from those
encountered during the original training session.

The Keflavik exercise involved over 300 emergency professionals in responding to a major air
crash incident. However, this exercise was neither a training intervention nor an evaluation
event at the level of the individual professionals involved. Rather, it was designed to test the
overall efficacy of the current Airport Emergency Plan. In this respect, it is an example of the
innumerable naturalistic and quasi-naturalistic settings in which the transfer of learning may
be investigated, where some or all of the formal requirements for a conventional transfer
evaluation are absent. In this instance, there was no single prior training event; there was no
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coherent cohort of trainees with a common training background; there was no possibility of
setting up evaluation-specific activities during the exercise; and most of the information
likely to be available was by means of retrospective, self-reporting by the participants.

The research approach designed for this event involved a retrospective survey of the
knowledge and skills which individual participants felt were antecedents of their
performance during the exercise. A questionnaire was completed by a third of those
attending the exercise debriefing session, followed by in-depth interviews with a handful of
these. The results provide considerable insights into the multiple prior learning experiences
that are generalized to enable expert performance. They also provide strong support for the
utility of what the study refers to as performance factor audits (PFAs) in providing richer
information about performance antecedents than has hitherto been available from
conventional transfer evaluation studies.

Scenario design

Participant feedback suggests that the design factors used to create the scenarios supported
past research (cf. Walton, 2008; Swartz, 1991) investigating crisis management scenario
training simulation design. Therefore, it is of vital importance that future research also
implements these factors, in order to ensure that the scenario is relevant (applicable to the
organisation’s training requirements), contains challenging situations (for decision-making
and flexibility), and internal consistency (the scenario should be believable). Wack (1985)
had also recommended that training scenarios should contain an element of surprise and
challenge but that the level should not be too high (to avoid frustration) or low (boredom).
CRISIS contained a series of unexpected events that produced startle reactions. However,
the ‘difficulty level’ can be adapted if trainees experience problems with the difficulty level
set by the instructors, and thereby addressing a trainee’s ‘zone of proximal development’
(Vygotsky, 1978).
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SECTION 4.1.4
POTENTIAL IMPACT AND MAIN DISSEMINATION ACTIVITIES AND
EXPLOITATION RESULTS

In this section, we summarise the impacts that we believe the project has achieved in the
areas previously defined in the project’s proposal.

IMPACT AT GLOBAL AND EUROPEAN LEVEL

Improved operational readiness and preparedness.

CRISIS has developed the capability for crisis managers in airport management and transport
policing to train on demand by developing a novel advanced working simulation training
system that allows users across different organisations and nations to interactively
experience and manage crises and security threats in simulated airport and transport
network environments. This enhances their operational readiness and preparedness to
respond to hazards or hostile actions.

Train on demand, train more frequently, train at different levels of the organisation.
Current training to respond to major incidents can only be carried out infrequently (once
every two years at major airports), due to the cost and time needed for preparing the
scenarios, coordinating the exercise, and minimising disruption to users and customers.
CRISIS makes it possible to increase the frequency and type of training in an unprecedented
way, by enabling training at different levels of the organisation, and training between
organisations on a regular basis. Through the distributed training facility it is possible for
organisations in different locations or nations to train together and thereby improve their
cooperation and information sharing. Teams have the opportunity to be more practised in
the different skills needed to manage a crisis or hazardous situation. This will significantly
improve individual and team skill levels in procedures as well as in decision-making, cue
recognition, and team coordination. All this is vital to improving operational security and
developing strong organisations capable of continued operations within inter-dependent
transport systems, so that they are resilient to major disturbances. Increased training
frequencies also permit the dangers of unexpected emergencies and hostile actions in
various transport systems to be reduced.

Training to the realistic demands of a crisis situation.

Through our research into the human element during crisis management we have
developed a close collaboration and understanding of the target system users’ real and
varied needs. CRISIS has investigated how current training methods and systems can be
adapted to take advantage of the new interactive training environment and to address
identified training gaps. In addition, the knowledge management-enhanced CITE Explorer
After Action Review system provides a new capability to rapidly study the effects of a critical
incidents dynamically, to learn from them, and therefore to develop and trial new ways and
capabilities for countering such events. Such a capability will not only impact European crisis
management organisations, but also similar organisations across the globe.
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IMPACT AT A GLOBAL LEVEL: MARKET OPPORTUNITIES AND LEADERSHIP

Present limitation: Many simulation systems are not re-configurable and provide little
support for after action review.

Most simulation systems and serious games developed for use in training tend to be very
specific and, once delivered, can seldom be re-configured by users to expand their
application or create new situations without further significant investment. Furthermore,
while many systems have the capability to play back events in the 3D simulation world, they
rarely have a means for showing how the user actually responded, the communications they
made and how they coordinated actions with others, making after-action reviews difficult or
of limited value.

CRISIS is flexible and easily reconfigurable.

Trainers can develop new scenarios using the CITE Planner tool and then easily re-configure
them to produce different training experiences by making subtle adjustments to events and
timings using the Variable Uncertainty Framework. Trainers can also use the Manager tool to
dynamically inject variations in scenarios during a training session. Furthermore, CRISIS goes
beyond the capabilities of current simulation systems in providing the CITE After Action
Review Tool which allows the review of all communications and observer events
immediately after training, and subsequent reconfiguration of scenarios to deliver training
outcomes that are more closely matched to training expectations.

CRISIS’s user re-configurability will create new market opportunities.

CRISIS presents an ambitious concept to address the shortfalls in products on offer in the
current market for crisis management training. Collectively, we have harnessed the
experience and state-of-the-art technologies from partners across Europe —Denmark,
Sweden, Germany, Iceland, Portugal, the Netherlands and the UK — to create a crisis
management platform that is capable of user re-configurability, training-on-demand, after-
action review, and exercise planning and injects management. By reviewing how planned
and actual behaviours correlate, a solid and secure component-based Secure Integration
provides opportunities for prototyping new concepts for specifying emergency response
technology and procedures. Moreover, because CRISIS development is based on systematic
user study and evaluation, and solid scientific research into decision making, team
coordination, user behaviours and advance decision technologies, carried out by our
partners.

CRISIS is scalable and transferable.

A key impact of CRISIS derives from its scalability and transferability. This product should
open up new markets, both in Europe and around the world. For example, re-configurability
extends the market to other airports and to industries as diverse as chemical processing,
utilities and others. The re-configurability capability also means that local infrastructure can
be re-configured to suit specific circumstances which can be kept secret from the
developers, thereby protecting security. Because of the Model Driven Architecture (MDA),
component-based approach, the CRISIS simulation system can be readily interfaced with
other systems. This means the core engine can be transferred and embedded into other
organisational systems in a variety of industries, including airports, the police, the military,
businesses, and manufacturing plants. In addition, just as CRISIS can be re-configured for
different environments, CRISIS can be scaled down for use in small airports, and scaled up
for use in large airports by, for example, re-configuring the number of buildings, length of
runways, number of fire trucks and emergency service personnel. The distributed training
capability of CRISIS will also allow organisations such as the Police and Fire & Rescue services
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to apply CRISIS components to several different types of crisis management training beyond
the air transport and transport policing applications developed initially. This CRISIS capability
promotes the exchange of information between diverse users and organisations using tools
and methods built into the CRISIS system.

Availability of ‘Next Users’.

A further impact of CRISIS is the availability of ‘next users’ of the technology, i.e. partners
within the consortium who can take up the technology and use it to improve their own
business competitiveness, or to take specific technology for use in other projects. Our
industrial partner, E-semble has already incorporated CRISIS components into their XVR
training software — a product that is currently in use around the world by various emergency
services. For example, the CRISIS system has already been bought for training by the London
Fire Brigade, and is available to their large international user base. Another Consortium
partner, ANA, which manages Lisbon and several other airports in Portugal and around the
world, through their Special Projects and Technology Innovation Area (a department), has
expressed a keen interest in facilitating this process. Another partner, Object Security, has
already deployed the secure middleware technology developed in CRISIS in another project.

Impact at an European and Global Level: Trust, Up-take and Acceptance of
technology

CRISIS is reliable.

One of the key areas in developing trust by users in technology is for a technology to be
experienced as reliable, consistent and capable of doing what is expected of it. When there
is trust between user and the technology, we can then expect up-take and greater
acceptance across the market. Another key factor in acceptance and uptake is usefulness. It
must meet a need, and it must be flexible as user’s work practices change as they adapt to
the new technology, and create new demands for its use. The technology needs to be
capable of being modified quickly and at low cost. CRISIS provides a working system that has
been tested to ensure a level of reliability that corresponds with that appropriate for its
Technology Readiness Level (NB: as a research prototype CRISIS is at TRL 6; while
components have been incorporated into fully operational products that have been
distributed to users / customers). Testing has been undertaken at both the system level
(including functionality and integration testing) and the user level (usability testing). It has
also been used with all three CRISIS end-user partners (ANA, ISAVIA and BTP), involving live
training sessions, and including formal evaluations of learning retention and transfer. User
feedback has confirmed the usability and training effectiveness of the system, and their
partners have incrementally increased their trust in the system as it has increasingly
contributed to their core emergency training needs.

CRISIS is extendable.

CRISIS integrates a number of related technologies, such as VSL’s CITE Explorer system for
after action review, to give the user very powerful functionality. The CITE Explorer
integration opens up new and faster ways of carrying out an essential user task — the
analysis of performance and lessons learnt. Advance decision technologies such as Topic
Maps technology and the Protégé ontology-development tool are embedded in the Decision
Support and Knowledge management Tool to assist in knowledge management, decision
making and data analysis. The development of XVR for CRISIS has been combined with the
existing OpenPMF and Secure Middleware, a technology developed by our partner Object
Security which is also in use by the US Navy. By integrating XVR on to the Secure Integration
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Platform, we have created a secure environment for large scalable distributed training of
users across different locations.

CRISIS is based on sound understanding of operational security demands.

Drawing on established field study methodologies for researching end-users, we have
conducted investigations and analyses of user decision making and team coordination
strategies. We have also studied how surprise can affect decision making, and have
developed techniques for reproducing such situations within the simulation world. These
have provided us with s clear understanding of the expectations, work practices, and context
of the users’ work environment, in particular what traditionally occurs during major
incidents and emergencies. Our partners NLR, AE Solutions, ANA and MU have worked with
our end-user panel comprising ISAVIA in Iceland, ANA in Portugal, and the British Transport
Police in London, to carry out these studies. From the findings, we derived the user and
training requirements and operational scenarios, to ensure that what was developed is
compatible with user expectations — a vital factor in ensuring our assumption of user
acceptance, trust and uptake.

Wider societal implications

CRISIS will enhance inter-organisational inter-operability.

During the management of emergency incidents, many different teams may take part,
including fire fighters, police, medical workers and the command and control centre staff in
charge of coordinating the resources. Such teams have their own specific training needs
before organizing the major incident rehearsal. The training provided by CRISIS supports
information sharing between the organisations (e.g. through real-time voice communication
and digital log sharing), and encourages cooperative planning to manage the crisis. In this
way the CRISIS tool enables the participants to be better prepared for inter-organisational
operability, adopting shared emergency management standards, and thus achieve a better
team overall coordination and understanding of incident management.

CRISIS will minimise socio-economic cost of operational security preparedness.

An example of the way that CRISIS minimises socio-economic costs can be illustrated by its
benefits to the Police partners within the consortium. Within the UK, the Police Service takes
primacy in the management of major incidents whether or not they relate to crime. It is
within this context that CRISIS is designed to be of considerable benefit. Major incident
training currently consumes up to one year in preparation, has the ability to train a
maximum of two senior Officers, and occurs only once every two years. Smaller training
interventions normally run three times per year, and also train only a maximum of two
senior Officers. A large Force may have in excess of 30 Officers that are of the required rank
to take command of such incidents meaning that it is not currently practical or economical
to thoroughly train everyone. The CRISIS system will help to alleviate this problem because
of the low repeat-training costs and easy configurability of its scenario-based training
exercises which are designed for officers operating at several levels of emergency response
capability. These advantages ensure that all Officers can potentially receive initial training in
managing major incidents and repeat training thereafter.

A further benefit to Policing is that officers will be able to undertake refresher training to
hone their skills, not only by participating in complete training scenarios (i.e. full-task
training) but also in individual sections of larger scenarios (i.e. part-task training) where it
has been identified that there is a specific skills shortage.
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CRISIS-developed technology can be readily adapted for non-security use.

ObjectSecurity and VLS are developing platforms and tools for model-driven and secure
integration of systems in different domains, among them mission critical domains such as Air
Traffic Management, and Intelligent Transportation Systems. Their development of an
advanced, model-driven secure platform for information sharing and systems integration for
the CRISIS project will be exploited as a basis for related products and consulting services.

Impact on Standards.
The project is in the process of contributing toward Topic Maps Standard ISO 13250, Topic
Map Query Language ISO 18048.

SUMMARY NARRATIVE OF DISSEMINATION

Below we outline eleven methods for disseminating the research and development
undertaken as part of the CRISIS project that has been promised in Annex 1 of the original
proposal. The eleven methods are listed below, along with a commentary on how we have
achieved them over the course of the project.

Publications and dissemination activities from the accompanying tables will be used to
highlight the achievements. They will be referenced by their type (P = publication, and D =
dissemination) and their row number (e.g., P-2).

(1) Identification of target groups and establishment of relevant contact lists.

The primary exploitation path for CRISIS is through our commercial partner, E-Semble. They
are an SME that develops and builds 3D-virtual world-based training simulators, with an
established customer base of over 110 customers around the world. Much of the CRISIS
research have already found its way into recent releases of E-Semble flagship product, with
new sales made to organisations such as the London Fire Brigade. Consortium partners will
also work with E-Semble to extend their customer base, by supporting activities such as E-
Semble’s International User Group Meeting in the UK, 18-19 June 2014, hosted by the
Derbyshire Fire & Rescue Service.

Invitations have been received to present scientific talks and workshops, for example, at the
annual South East Asian Network of Ergonomic Societies International Conference SEANES
2014 in Singapore, in December 2014, and other FP7 project meetings such as the FP7
META-CDM project meeting in Frankfurt, in November 2013.

Further expressions of interest have been received from aviation-related organisations such
as the UK’s Air Accident Investigation Board as to the possibility for extending the prototype
for use in training air accident investigators. Other collaborations are being discussed with
the Serious Games Institute at Coventry University in the use of CRISIS platform carrying out
research experiments into decision making in emergency and disaster situations, as well as
opportunities to introduce the CRISIS training methods to the Romanian emergency
services.

It should be noted that with the closing of the project and the budget, it is anticipated that
any follow-on work will have to be funded directly by those new activities or by the partner
willing to undertake the effort with the view that it will lead to further exploitation
opportunities and benefits.
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(2) Logo design for the project, which will reflect the project vision and give it an
iconographic presence.

The CRISIS logo has the following elements to it:
® The mainicon is a button to symbolise interactivity.
® Inside the button is a play icon to symbolise the use of gaming technology.
e The 3D aspect of the logo represents the use of 3D virtual worlds.
e Both the plus sign in the middle and the blue colour represent emergency response.
e The italic font and slant of the play icon represent a sense of urgency in responding
to anincident.

(3) Web-portal of the project will be created. This website will include different services
and sections which will aim at the different target groups of the project.
The CRISIS website, which can be found at http://www.crisis-project.eu, contains the
following dissemination material:
e Photos and videos of the CRISIS system in use.
® Project news, which includes project meetings, and conference and poster
presentations.
e A list of peer-reviewed publications, including URLs that point to the repositories
where the papers located.
® Project deliverables marked for public viewing.

(4) Events will be organized throughout of the project duration where the produced
materials, activities, and technological outcomes will be presented to guests from the
academic/scientific sector, the government, the cultural and tourist domain, etc.

The project concluded with a closing plenary, where external guests from both industry and
related FP7 project were invited to attend. The plenary primarily consisted of a set of
presentations describing both the research and technological outcomes of the project.

(5) Development and distribution of promotional material (e.g. brochures, DVD, etc.) in
various forms though existing or granted resources. Informative material will principally
have in view all target groups and be available for general use but also special-purpose
and group-oriented material may be produced. Distribution will be done via many means
but most effectively at organized presentations and workshops.

During the project two flyers (D-28 and D-33) were produced and disseminated at various
exhibitions (e.g., D-6 and D-14). These flyers aimed to highlight the technological advances
of the CRISIS project. The latest flyer is publically available on the CRISIS website in three
languages (English, Portuguese, and Icelandic).

(6) Promotional and demonstration actions, to generate publicity and get opinions from
the public: showing a movie in conferences and exhibitions, aiming to inform the public
and attracting potential industrial users.

In terms of promotional actions, there was more interaction with industry than with the
general public. These included several exhibitions (e.g., D-1 and D-35).
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(7) Press publicity (e.g. interviews, press releases) will be sought as a complement to the
participation in such events.

Throughout the project there have been a series of magazine articles (D-5, D-17 and D-31),
promoting CRISIS to both industry and the wider public. There have also been two TV
appearances (D-7 and D-16) and three press releases (D10, D-11 and D-12).

(8) Conference participation, where minimum 10 papers submissions through the project
duration will be submitted in relevant conferences.
Throughout the duration of the project, the consortium published thirteen peer-reviewed
conference papers (not including workshops). There were presented at the following
conferences:

e |ISCRAM the International Conference on Information Systems for Crisis Response
and Management, http://www.iscram.org/
Human Factors and Ergonomics Society Annual Meeting
Naturalistic Decision Making bi-annual conference series
ACM Nordic Conference on Human-Computer Interaction
ACM European Conference on Cognitive Ergonomics
ACM Conference on Designing Interactive Systems

(9) Journal publication, in high-impact journals.
The CRISIS consortium published three articles in the following peer-reviewed journals:
e Universal Access in the Information Society (Springer) (P-1)
e International Journal of Sociotechnology and Knowledge Development (IGl Global)
(P-5)
e Universal Access in Human-Computer Interaction. Applications and Services
(Springer) (P-7)

(10) Internal Research Workshops:

Two interim research findings workshop were held during the project. The first research
workshop took place in Linkdping, Sweden, in January 2011. The first day of the workshop
included a steering committee meeting, progress update reports form all on-going work
packages, final results from completed work-packages and presentation of on-going
research within decision making and team adaptation. The second day was followed up by
more presentations of on-going research in advanced decision technology and natural user
interfaces.

To inform the consortium partners of further advancements of the various strands of on-
going research, a second workshop was held in Amsterdam in September 2011. The first day
of the workshop included a steering committee meeting and three research workshop
sessions with presentation of the latest research findings. On the second day, version 0 of
the CRISIS system was launched and demonstrated. This session was followed by a
discussion about project dissemination and preparations for the mid-term review.

(11) Workshops for end-user and next-user communities:

The day before the closing plenary, the consortium met for an exploitation workshop to
discuss how the software will be exploited post-project, as well as discussing how the
consortium’s three end-users will adopt the software.
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SUMMARY NARRATIVE OF EXPLOITATION

The Consortium’s Exploitation Workshop was held on Monday 21 Oct 2013. At that meeting
we identified and worked out issues that will allow the Consortium to commercially exploit
CRISIS as a whole or in parts — in terms of both product and services. The terms for
exploitation and sharing of the returns from exploitation have been documented in the
consortium’s Exploitation Agreement. The agreement lasts for 30 months after the official
project end date, is described in detail in Deliverable 9.2, and can be summarised as follows:

(1) Foreground

The Consortium has identified a list of IP that is exploitable by partners and their ownership.
This list has been organised according to whether the IP represents a tangible article such as
a piece of software, or services such as the expertise and methods for developing training
programmes using the NOTECHS approach. The Consortium has also established terms for
using the CRISIS as a whole or its components for further research, and also for continued
use by our end-user partners for training purposes.

In addition, a revenue sharing arrangement has also been established and documented in
the Exploitation Agreement. It describes how benefits are to be shared, and how profits will
be paid-back to the partners, and the duration of the agreement is expected to run for 3
years.

(2) Exploitation: Continued Access by End-Users

Under the Exploitation Agreement, our three end-user partners — BTP, ISA, and ANA — will
enjoy continued access of the system in its current form in perpetuity. They will also
continue to receive 1 year of technical and operational support at no cost to them. In the
same way, partners will also enjoy the same right to continued use of the CRISIS system, as
is, if employed in a not-for-profit use in other airports. However, if an upgrade required, a
new commercial deal with E-Semble or other technology partners would be required.

(3) Exploitation: Continued Access for Research
Under the Exploitation Agreement, the CRISIS system and components, as is, may be
exploited for research purposes at no cost to the researchers.

(4) Exploitation: CRISIS as an integrated platform
Features incorporated into XVR 2013
Support modules have been / will be connected to XVR

(5) Exploitation: CRISIS as independent software components

CRISIS may be exploited either as an integrated platform or as individual software
components. These components are: the Observer and Evaluation Tool, Planner Tool, After
Action Review module, the DSKM, and the SIP (Secure Integration Platform) and the Secure
Wiki technology.

(6) Exploitation: CRISIS as know-how

This is much more difficult to track. Training method involving the use of related concepts
such as the VUF and the framework of 4C/ID, developed to maximise the use and
effectiveness of the CRISIS simulation system, may also be developed to be exploited by
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partners. They may adapt the know-how for other or similar systems, for both instructors

and trainees.

(7) Exploitation: New markets identified

23 airports in Portugal and Portuguese-speaking countries have been identified by partner
ANA as potential new users of the CRISIS system. ANA will be considering how these new
airports can use the CRISIS system. ANA have also identified airport police and emergency
services academies as other potential customers of the software. In ISA, the Icelanders are
considering how the system as it, can be deployed at different airports in Iceland to enable
distributed training, and what might be needed to adopt operationally. Amongst BTP users,
training courses based on CRISIS and / or HYDRA — RailPol, Railway Accident Investigation

Board.
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FOREGROUND PRODUCTS THAT WILL BE EXPLOITED THROUGH SALES.

Product Type of Contract Description Main
deliverable
describing
product

The CRISIS | Not sold as a separate | The integrated solution | D4.1, D4.2,

Solution and | Contract. CRISIS is the | with all components | D7.2, D7.3,

CRISIS brand implementation of an | included and embedded in | D7.4, D7.5

“Innovative Training | support and
Concept” through the | implementation services.
sale of one of more of | The CRISIS logo and name
the Foreground Product | used as descriptor of the
and Service components | simulation solution.
combined

CRISIS Modules

XVR FDX 3D | Software tool sale and | 3D virtual environment | D4.1

Module services to integrate to a | scenario creation software

platform and virtual reality exercise
environment based on the
XVR Simulation Platform

Virtual Planner | Software tool sale in | Software to design scenario | D7.3

and Manager | combination with XVR | scripts and  timelines.

Module and services to integrate | Integrated solution with

to a platform the FDX 3D On Scene
Module. Based on the CITE
Platform

Observer Software tool sale and | Software to record | D7.4

Module services to integrate to a | observations made during a

platform training
scenarios. Integrates with
the CITE platform

After Action | Software tool sale and | Software to review exercise | D7.4

Review Module | services to integrate to a | events recorded during a

platform training session. Based on
the CITE Platform.

Communication | Software tool sale and | Software used to emulate | D4.1

Module services to integrate to a | radio communication

platform during an exercise

CPX Module Software tool sale in | Software to provide | D4.2

combination with XVR | students with a tactical
and services to integrate | view of the scenario used
to a platform inside the Incident
Command Post
DSKM Module | Software tool sale and | Software used to analyse | D7.5

with tablet tool

services to integrate to a
platform

and record advanced
knowledge structures in
the recorded data and
present this to the
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Lurmicic
L I ()
N e
instructor during  the
exercise
Security Sales of implementation | The security integration | D7.2
integration of solution to integrate | platform  includes the
Platform to a platform secure P/S infrastructure,

the persistent storage, CEP
modelling and code
generation, the XML2RDF
gateway and the SemXWIKI
as "rapid GUI".
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FOREGROUND SERVICES WHICH WILL BE EXPLOITED THROUGH SALES OF SERVICES

Service

Performed by

Training and Evaluation Framework
Consultancy

NLR

Training of trainers

AES, NLR, ANA, BTP, ISA

Training of facilitators and designers

ESM, VSL

Scenario design services

MU, NLR, VSL, ESM, AES, ANA, BTP, ISA

Knowledge analysis consultancy

LiU, HI, SAS, ANA

DSKM customization services

LiU, SAS

services

Planner, Observer, AAR customization VSL
services

Communication and CPX Module MU
customization services

Secure ICT infrastructure implementation (0N
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SECTION 4.2

USE AND DISSEMINATION OF FOREGROUND

SECTION A1: LIST OF SCIENTIFIC (PEER REVIEWED) PUBLICATIONS, STARTING WITH THE MOST IMPORTANT ONES

Permanent identifiers Is/Will
Plac (if available) open
. Title of the Number, e of access
NO Title Main periodical or the date or Publisher | publi Year of Relevant provided
' author . .| publication pages .
series frequency catio to this
n publicatio
n?
1 Identifying and Explicating | Hvann | Universal Access | November Springer 2013 http:/Mlink.springer.com/article/10.1007% | No
Knowledge on  Method | berg, E | in the Information | 2013 2Fs10209-013-0340-1
Transfer: A Sectorial System Society
of Innovation Approach
2 | Exploitation of heuristics for | Hvann | Proceedings of the ACM 2012 pp 308-317 http://dl.acm.org/citation.cfm?id=239901 | No
virtual environments berg, 7th Nordic 6.2399065&coll-DL&dJI=ACM
E. Conference on
Human-Computer
Interaction
3 | Evaluating the Effect of | Haus, | Proceedings of the | Vol 56, 1. SAGE 2012 pp 2467-2471 | http://pro.sagepub.com/search/results?f | Yes
Startling and  Surprising | M. Human  Factors | September ulltext=rooney&x=8&y=12&submit=yes&
Events in Immersive Training and  Ergonomics | 2012 journal_set=sppro&src=selected&andor
Systems  for  Emergency Society ~ Annual exactfulltext=and
Response Meeting
4 | Startle reaction: Capturing | Bamett | Proceedings of the | September SAGE 2012 pp 2477-2481 | http://pro.sagepub.com/search/results?f | Yes
experiential cues to provide | , J. Human  Factors | 2012 ulltext=barnett&x=-781&y=-
guidelines  towards  the and  Ergonomics 208&submit=yes&journal_set=sppro&sr
design of realistic training Society  Annual c=selected&andorexactfulltext=and
scenarios Meeting
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5 | Feedback Fidelities in Three | Druzhi | International Vol 5, Issue 2 | IGI Global 2013 pp45-62 http://www.igi- No
Different Types of Crisis | nina, Journal of global.com/article/feedback-fidelities-in-
Management Training | O. Sociotechnology three-different-types-of-crisis-

Environments and  Knowledge management-training-
Development environments/89789
(JSKD)

6 SPURS: A framework | Bamett | Proceedings of the | May 2013 ARPEGE 2013 http://www.ndm11.org/proceedings/ndm | Yes
fowards Scenario Planning | , J. 11th  International SCIENCE 11.html
for  Unexpected  events, Conference on PUBLISHING
Response, and Startle using Naturalistic
research, horror films, and Decision  Making
video games (NDM 2013)

7 | Crisis Management Training: | Hvann | Universal Access | Vol 6768 Springer 2011 pp225-234 http:/Mlink.springer.com/chapter/10.1007/ | No
Techniques for Eliciting and | berg, in Human- 978-3-642-21657-2_24
Describing  Requirements | E. Computer
and Early Designs across Interaction.

Different Incident Types Applications  and
Services

8 | Designing Soundscapes of | Rudins | Proceedings of the ACM 2012 pp689-692 http://dl.acm.org/citation.cfm?id=231795 | No
Virtual Environments ky, J. Designing 6.2318059&coll=DL&dI-ACM
for  Crisis ~ Management Interactive
Training Systems

Conference

9 | Consolidating Requirements | Rudins | Proceedings of the ISCRAM Live 2011 http:/f'www.iscramlive.org/ISCRAM2011/ | Yes
Analysis Models for ky, J. 8h  International proceedings/papers/252.pdf
a Crisis  Management ISCRAM
Training Simulator Conference

10 | Startle Points: A Proposed | Barnet, | Proceedings of the ISCRAM Live 2011 http:/f'www.iscramlive.org/ISCRAM2011/ | Yes
Framework for Identifying | , J, 8h  International proceedings/papers/107.pdf
Situational ~ Cues,  and ISCRAM
Developing Realistic Conference
Emergency Training
Scenarios

11 | Real-time  Support  for | Kovord | Proceedings of the ISCRAM Live 2012 http://www.iscramlive.org/ISCRAM2012/ | Yes
Exercise Managers’ Situation | anyi, R. | 9% International proceedings/270.pdf
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Assessment and Decision
Making

ISCRAM
Conference

12 | Instructor's Tasks in Crisis | Rankin, | Proceedings of the ISCRAM Live 2012 http://www.iscramlive.org/ISCRAM2012/ | Yes
Management Training A 9t International proceedings/273.pdf
ISCRAM
Conference
13 | Instructor Tools for Virtual | Field, Proceedings of the ISCRAM Live 2012 http://www.iscramlive.org/ISCRAM2012/ | Yes
Training Systems J. 9t International proceedings/262.pdf
ISCRAM
Conference
14 | Communication Interface for | Rudins | Proceedings of the ISCRAM Live 2013 http:/fiwww.iscramlive.org/ISCRAM2013/ | Yes
Virtual Training of ky, J. 10t International files/136.pdf
Crisis Management ISCRAM
Conference
15 | Training systems design: | Rankin, | Proceedings of the ACM 2011 pp 205-212 http://dl.acm.org/citation.cfm?doid=2074 | No
bridging the gap between | A. 29th Annual 712.2074752
users and developers using European
storyboards Conference on
Cognitive
Ergonomics
16 | Variable uncertainty: | Field, Proceedings of the ACM 2011 0027-34 http://dl.acm.org/citation.cfm?doid=2074 | No
scenario design for training | J. 29th Annual 712.2074719
adaptive and flexible skills European
Conference  on
Cognitive
Ergonomics
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SECTION A2: LIST OF DISSEMINATION ACTIVITIES

Countries
addressed
g . . . Type of Size of
NO. Type of activities' Main leader Title Date/Period Place audience? audience
1 Exhibition Adderley, R. | Exhibition  at | 2010 London, UK Industry, UK
Modemnising Policy
Policing makers
Conference
2 Adderley, R. | Exhibition Olympia, Industry, UK
Counter Terror London, UK Policy
Exhibition Expo 2011 2011 makers
3 Adderley, R. | Exhibition Olympia, Industry, UK
Counter Terror | 2012 London, UK Policy
Exhibition Expo 2012 makers
4 Patela, R. Airport in a Vienna, Austria | Industry, International
Box. Policy
Presentation at makers
Passenger
Terminal
presentation EXPO 2012 April 20th 2012
5 Olivera, . CRISIS Portugal Civil Society Portugal
in_inovagéo
Article in popular press Jogar a sério. | July 2012

LA drop down list allows choosing the dissemination activity: publications, conferences, workshops, web, press releases, flyers, articles published in the popular press, videos, media

briefings, presentations, exhibitions, thesis, interviews, films, TV clips, posters, Other.

2 A drop down list allows choosing the type of public: Scientific Community (higher education, Research), Industry, Civil Society, Policy makers, Medias, Other ('multiple choices' is

possible).
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Magazine
6 Patela, R. Presentation, Rio de Janeiro, | Industry, Brazil
video and Brazil Policy
copies of 3 makers
flyers at the
National
Agency for
presentation Civil Aviation March 19t 2013
7 Patela, R. Presentation Rio de Civil Society Brazil and
on the Janeiro, Brazil Portugal
Portuguese and  Lisbon
news agency Portugal
LUSA and at
newspapers
TV and magazines | March 19t 2013
8 Gouveia, D. | Presentation at Lisbon, Industry Portugal
Portugal Portugal
presentation Telecom July 24t 2013
9 Patela, R. Presentation at Lisbon, Industry Portugal
presentation REFER February 2 2013 Portugal
10 van Press release Delft, Industry, International
Campen, S. | on E-Semble Netherlands Civil Society
web August 2012
press release page
11 van Press release Delft, Industry, International
Campen, S. | on E-Semble Netherlands Civil Society
web
press release page September 2012
12 van Press release Delft, Industry, International
Campen, S. | on E-Semble Netherlands Civil Society
web
press release page October 13t 2013
13 van The  CRISIS Delft, Industry, International
Campen, S. | system in use. Netherlands Civil Society
Video A presentation | November 2013

58



CRISIS FP7-242474

©CRISIS

video of
CRISIS in use
at training
sessions in
Reykjavik and
Lisbon.
14 Rudinsky, J. | Exhibition  at Lisbon, Scientific International
ISCRAM 2011 Portugal Community,
Industry,
Exhibition May 9t 2011 Civil Society
15 Rudinsky, J. | Poster at Lisbon, Scientific International
ISCRAM 2011 Portugal Community,
Industry,
Poster May 9t 2011 Civil Society
16 Baldursdottir, | CRISIS Iceland Civil Society Iceland
B. management in
Virtual Reality.
Icelandic TV,
TV evening news. | March 3 2011
17 Hvannberg, | CRISIS Iceland Civil Society Iceland
E. management in
Virtual Reality.
University ~ of
articles published in the popular Iceland
press Magazine 2011
18 Hvannberg, | Poster at IT Reykjavik, Scientific Iceland
E. messan 2011, Iceland Community
an Annual IT
Poster Conference 2011
19 Hvannberg, | Exhibition at IT Reykjavik, Scientific Iceland
E. messan 2011, Iceland Community
an Annual IT
Exhibition Conference 2011
20 Hvannberg, | Exhibiton  at | 2012 Reykjavik, Scientific Iceland
Exhibition E. ITmessan Iceland Community
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2012, an
Annual T
Conference
21 Rudinsky, J. | Presentation Newecastle, Scientific International
and poster at United Community
Conference presentation DIS 2012 2012 Kingdom
22 Hvannberg, | Exhibition  at Reykjavik, Scientific Iceland
E. Scientists Night Iceland Community
Exhibition 2012 2012
23 Eriksson, H. | Poster at Linkoping, Scientific Sweden
Poster TAMSEC2010 | 2010 Sweden Community
24 Rankin, A. Poster at Lisbon, Scientific International
ISCRAM 2011 Portugal Community,
Industry,
Poster May 9t 2011 Civil Society
25 Kovordanyi, | Poster at Stockholm, Scientific Sweden
Poster R. TAMSEC2013 | 2013 Sweden Community
26 Rooney, C. CRISIS public London, Civil Society International
Web web page 2010 England
27 Bamett, J. Poster at NDM Orlando, USA | Scientific International
2011 Community,
Industry,
Poster 2011 Civil Society
28 Wong, W. CRISIS Flyer London, Scientific International
England Community,
Industry,
Flyer 2011 Civil Society
29 | Presentation Wong, W. AeroDays 2011 | March 30t 2011 Madrid, Spain | Industry International
30 Wong, W. ISCM 2012 London, Scientific International
England Community,
Presentation March 29t 2012 Industry
31 Barmnett, J. Fire fighter London, Industry England
online England
Article in popular press magazine 2013
32 | Presentation Wong, W. Presentation at | 2013 London, Industry England
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RailPol England
33 Rooney, C. Flyers in London, Scientific International
English, England Community,
Portuguese, Industry,
Flyer and Icelandic. | 2013 Civil Society
34 Pal, J. Van | Presentation Amsterdam, Industry Netherlands
Der and meeting at Netherlands
Military - Police
Presentation Schiphol April 28th 2010
35 Pal, J. Van | Meeting and Amsterdam, Industry Netherlands
Der informative Netherlands
presentation at
Military  Police
Presentation & Fire services | June 16th 2010
36 Pal, J. Van | Presentation Kennemerland, | Industry Netherlands
Der and meeting at Netherlands
Regional
Command
Presentation Centre January 6th 2011
37 Pal, J. Van | Presentation to Amsterdam, Industry Netherlands
Der Schiphol Netherlands
working  group
Contingency
Planning (WG | November 15th
Presentation VCP) 2012
38 Pal, J. Van | Presentation at Gilze  Rijen, | Industry Netherlands
Presentation Der GATE2 April 11th 2013 Netherlands
39 Pal, J. Van | Presentation at Rome, Italy Industry International
Der ITEC
Presentation conference May 23th 2013
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SECTION B: LIST OF APPLICATIONS FOR PATENTS, TRADEMARKS, REGISTERED DESIGNS, UTILITY MODELS, ETC.

Type of IP Rights

Confidential

Foreseen embargo date
dd/mmlyy

Application reference(s)
(e.g. EP123456)

Subject or title of application

Applicant(s) as on the application

-NIL -

-NIL -

-NIL -

-NIL -

- NIL -

-NIL -
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SECTION 4.3
REPORT ON SOCIETAL IMPLICATIONS

Replies to the following questions will assist the Commission to obtain statistics and
indicators on societal and socio-economic issues addressed by projects. The questions are
arranged in a number of key themes. As well as producing certain statistics, the replies will
also help identify those projects that have shown a real engagement with wider societal
issues, and thereby identify interesting approaches to these issues and best practices. The
replies for individual projects will not be made public.

A General Information
(completed automatically when Grant Agreement number is entered.

Grant Agreement Number: [FP7-242474

CRISIS - CRitical Incident management training System

Title of Project: | using an Interactive Simulation environment
Name and Title of Coordinator: [Prof. B.L. William Wong
B Ethics

1. Did your project undergo an Ethics Review (and/or Screening)?

e Did the project involve tracking the location or observation of people?

e If Yes: have you described the progress of compliance with the relevant Ethics | X Yes
Review/Screening Requirements in the frame of the periodic/final project reports?

Special Reminder: the progress of compliance with the Ethics Review/Screening Requirements should be
described in the Period/Final Project Reports under the Section 3.2.2 'Work Progress and Achievements'
2.  Please indicate whether your project involved any of the following issues (tick box) : YES
RESEARCH ON HUMANS

e Did the project involve children?

e Did the project involve patients?

e Did the project involve persons not able to give consent?

e Did the project involve adult healthy volunteers? X

e Did the project involve Human genetic material?

e Did the project involve Human biological samples?

e Did the project involve Human data collection? X
RESEARCH ON HUMAN EMBRYO/FOETUS

¢ Did the project involve Human Embryos?

e  Did the project involve Human Foetal Tissue / Cells?

e Did the project involve Human Embryonic Stem Cells (hESCs)?

e Did the project on human Embryonic Stem Cells involve cells in culture?

® Did the project on human Embryonic Stem Cells involve the derivation of cells from Embryos?
PRIVACY

e Did the project involve processing of genetic information or personal data (eg. health, sexual
lifestyle, ethnicity, political opinion, religious or philosophical conviction)?
X

RESEARCH ON ANIMALS

e Did the project involve research on animals?

e  Were those animals transgenic small laboratory animals?

e  Were those animals transgenic farm animals?
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e  Were those animals cloned farm animals?
e  Were those animals non-human primates?
RESEARCH INVOLVING DEVELOPING COUNTRIES
e Did the project involve the use of local resources (genetic, animal, plant etc)?
e Was the project of benefit to local community (capacity building, access to healthcare, education
etc)?
DUAL USE
e Research having direct military use No
e  Research having the potential for terrorist abuse

C Workforce Statistics

3. Workforce statistics for the project: Please indicate in the table below the number of people who
worked on the project (on a headcount basis).

Type of Position Number of Women Number of Men

Scientific Coordinator

Work package leaders

Experienced researchers (i.e. PhD holders)

PhD Students

Other

4. How many additional researchers (in companies and universities) were recruited | 5
specifically for this project?

Of which, indicate the number of men:
3

S |00 | | =

0N [W|—

15
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D Gender Aspects
S. Did you carry out specific Gender Equality Actions under the project? X Yes
O No
6. Which of the following actions did you carry out and how effective were they?
Not at all Very
effective effective

X Design and implement an equal opportunity policy OO0O0O0O0

O  Set targets to achieve a gender balance in the workforce O0O0O0O0

O  Organise conferences and workshops on gender ONONONONG)

O  Actions to improve work-life balance O0O0O0O0

O  Other: All Consortium partner organisation’s subscribe to an industrial employment

philosophy of ‘Equal Employment Opportunities’

7. Was there a gender dimension associated with the research content - i.e. wherever people were the focus
of the research as, for example, consumers, users, patients or in trials, was the issue of gender considered and
addressed?

O  Yes- please specify

X No
E Synergies with Science Education
8. Did your project involve working with students and/or school pupils (e.g. open days, participation in

science festivals and events, prizes/competitions or joint projects)?
X Yes- please specify => University Open Days (MU, HI, LiU), student projects (LiU, HI)

O No

9. Did the project generate any science education material (e.g. Kits, websites, explanatory booklets,
DVDs)?

O  Yes- please specify

X No

F Inter-disciplinarity

10. Which disciplines (see list below) are involved in your project?
X Main discipline3: 1.1, 2.3 (systems analysis)

X Associated discipline3: 5.1, 5.3, 5.4 ‘ @) ‘ Associated discipline3:
G Engaging with Civil society and policy makers
11a Did your project engage with societal actors beyond the research community? | O Yes
(if 'No', go to Question 14) X No

11b If yes, did you engage with citizens (citizens' panels / juries) or organised civil society (NGOs,
patients' groups etc.)?

No

Yes- in determining what research should be performed

Yes - in implementing the research

Yes, in communicating /disseminating / using the results of the project

0000

3 Insert number from list below (Frascati Manual).

65




CRISIS FP7-242474

~
=2

A

11c In doing so, did your project involve actors whose role is mainly to organise the
dialogue with citizens and organised civil society (e.g. professional mediator;

communication company, science museums)?

(oXe

Yes

12. Did you engage with government / public bodies or policy makers (including international

organisations)

O No

O  Yes- in framing the research agenda
O  Yes - in implementing the research agenda

O  Yes, in communicating /disseminating / using the results of the project

13a  Will the project generate outputs (expertise or scientific advice) which could be used by policy

makers?

O  Yes-—as aprimary objective (please indicate areas below- multiple answers possible)
O  Yes —as asecondary objective (please indicate areas below - multiple answer possible)

O No

13b If Yes, in which fields?

Agriculture
Audiovisual and Media
Budget
Competition
Consumers
Culture

Customs
Development
Monetary Affairs
Education, Training, Youth
Employment and Social Affairs

Economic and

Energy

Enlargement

Enterprise

Environment

External Relations

External Trade

Fisheries and Maritime Affairs
Food Safety

Foreign and Security Policy
Fraud

Humanitarian aid

Human rights
Information Society
Institutional affairs
Internal Market

Justice, freedom and security
Public Health

Regional Policy
Research and Innovation
Space

Taxation

Transport
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13c¢ If Yes, at which level?
O  Local/regional levels
O National level
O  European level
O International level

H Use and dissemination

14. How many Articles were published/accepted for publication in peer- | 3 (journal)

reviewed journals / conferences?
13 (conference)

To how many of these is open access® provided? 0
How many of these are published in open access journals? 0
How many of these are published in open repositories? 0

To how many of these is open access not provided?

Please check all applicable reasons for not providing open access:

x publisher's licensing agreement would not permit publishing in a repository
U no suitable repository available

U no suitable open access journal available

U no funds available to publish in an open access journal

U lack of time and resources

U lack of information on open access

Qother™ ...............

15. How many new patent applications (‘priority filings’) have been made? | None
("Technologically unique": multiple applications for the same invention in different
Jjurisdictions should be counted as just one application of grant).

16. Indicate how many of the following Intellectual Property | Trademark None
Rights were applied for (give number in each box). ] .

Registered design None

Other None

None

17. How many spin-off companies were created / are planned as a direct result of
the project?

Indicate the approximate number of additional jobs in these companies:

18. Please indicate whether your project has a potential impact on employment, in comparison with the
situation before your project:

x Increase in employment, or X In small & medium-sized enterprises
Safeguard employment, or Q In large companies
L  Decrease in employment, Q None of the above / not relevant to the project

1  Difficult to estimate / not possible to quantify

19. For your project partnership please estimate the employment effect resulting | Indicate figure:
directly from your participation in Full Time Equivalent (FTE = one person
working fulltime for a year) jobs:

* Open Access is defined as free of charge access for anyone via Internet.
5 . e . . .
For instance: classification for security project.
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Difficult to estimate / not possible to quantify a

| Media and Communication to the general public

20. As part of the project, were any of the beneficiaries professionals in communication or media
relations?

O  Yes X No

21. As part of the project, have any beneficiaries received professional media / communication training /
advice to improve communication with the general public?
O Yes X No

22 Which of the following have been used to communicate information about your project to the
general public, or have resulted from your project?

X Press Release X Coverage in specialist press

U  Media briefing Q Coverage in general (non-specialist) press

O TV coverage / report (| Coverage in national press

d Radio coverage / report (| Coverage in international press

X Brochures /posters / flyers X Website for the general public / internet

X DVD /Film /Multimedia X Event targeting general public (festival, conference,

exhibition, science café)

23  In which languages are the information products for the general public produced?

U  Language of the coordinator Q English
X Other language(s) Dutch, Portuguese,
Icelandic

Question F-10: Classification of Scientific Disciplines according to the Frascati Manual 2002
(Proposed Standard Practice for Surveys on Research and Experimental Development, OECD 2002):

FIELDS OF SCIENCE AND TECHNOLOGY

. NATURAL SCIENCES
1.1 Mathematics and computer sciences [mathematics and other allied fields: computer sciences
and other allied subjects (software development only; hardware development should be
classified in the engineering fields)]

1.2 Physical sciences (astronomy and space sciences, physics and other allied subjects)
1.3 Chemical sciences (chemistry, other allied subjects)
1.4 Earth and related environmental sciences (geology, geophysics, mineralogy, physical

geography and other geosciences, meteorology and other atmospheric sciences including
climatic research, oceanography, vulcanology, palaeoecology, other allied sciences)

1.5 Biological sciences (biology, botany, bacteriology, microbiology, zoology, entomology,
genetics, biochemistry, biophysics, other allied sciences, excluding clinical and veterinary
sciences)

2 ENGINEERING AND TECHNOLOGY

2.1 Civil engineering (architecture engineering, building science and engineering, construction

engineering, municipal and structural engineering and other allied subjects)
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2.2 Electrical engineering, electronics [electrical engineering, electronics, communication
engineering and systems, computer engineering (hardware only) and other allied subjects]

2.3 Other engineering sciences (such as chemical, aeronautical and space, mechanical,
metallurgical and materials engineering, and their specialised subdivisions; forest products;
applied sciences such as geodesy, industrial chemistry, etc.; the science and technology of
food production; specialised technologies of interdisciplinary fields, e.g. systems analysis,
metallurgy, mining, textile technology and other applied subjects)

3. MEDICAL SCIENCES

3.1 Basic medicine (anatomy, cytology, physiology, genetics, pharmacy, pharmacology,
toxicology, immunology and immunohaematology, clinical chemistry, clinical microbiology,
pathology)

3.2 Clinical medicine (anaesthesiology, paediatrics, obstetrics and gynaecology, internal
medicine,  surgery, dentistry, neurology, psychiatry, radiology, therapeutics,
otorhinolaryngology, ophthalmology)

33 Health sciences (public health services, social medicine, hygiene, nursing, epidemiology)

4. AGRICULTURAL SCIENCES

4.1 Agriculture, forestry, fisheries and allied sciences (agronomy, animal husbandry, fisheries,
forestry, horticulture, other allied subjects)

4.2 Veterinary medicine

5. SOCIAL SCIENCES

5.1 Psychology

5.2 Economics

53 Educational sciences (education and training and other allied subjects)

54 Other social sciences [anthropology (social and cultural) and ethnology, demography,
geography (human, economic and social), town and country planning, management, law,
linguistics, political sciences, sociology, organisation and methods, miscellaneous social
sciences and interdisciplinary , methodological and historical S1T activities relating to
subjects in this group. Physical anthropology, physical geography and psychophysiology
should normally be classified with the natural sciences].

6. HUMANITIES

6.1 History (history, prehistory and history, together with auxiliary historical disciplines such as
archaeology, numismatics, palaecography, genealogy, etc.)

6.2 Languages and literature (ancient and modern)

6.3 Other humanities [philosophy (including the history of science and technology) arts, history of

art, art criticism, painting, sculpture, musicology, dramatic art excluding artistic "research" of
any kind, religion, theology, other fields and subjects pertaining to the humanities,
methodological, historical and other SIT activities relating to the subjects in this group]
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